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https://app.hackthebox.com/ https://tryhackme.com/

@ HACKTHEBOX o Try
e, Hack
#a

Join the millions learning cyber
The #1 cybersecurity with TryHackMe for free
upski"ing platform_ Hands-on cyber security training through real-world scenarios

Hack The Box gives individuals, businesses and universities the tools they need to
continuously improve their cybersecurity capabilities — all in one place.
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= Reverse Engineering & Pwnable
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Web Application

Web Application is application software that is accessed
using a web browser. Web applications are delivered on
the World Wide Web to users with an active network
connection.[Wikipedia]




Web Application
Web application ?

HTML [ —

B B s

Skeleton Style Functionality

house

HTML

E index. html

E styles.css

JS scripts.js




Web Application

o el | =20
Browser HTTP Request
< —
HTTP Response

Server




Web Application

HTTP request

POST /login?u=foo&p=bar

>
‘ @
X
. HTTP/1.1 200 OK
Web client Set-Cookie: s=01a4b873 Web server

HTTP response




Web Application

HTTP Request

GET /doc/test.html HTTP/1. 1;; Request Line 3
Host: www.testl8l.com

Accept: image/gif, image/jpeg, */* Request
ﬂccept—Langur?\ge: en—.u5 \ Request Headers > Message
Accept-Encoding: gzip, deflate Header
User-Agent: Mozilla/4.8
Content-Length: 35 / J

= A blank line separates header & body
bookId=12345&author=Tan+Ah+Teck - Request Message Body

GET
HEAD
PUT
POST
PATCH
TRACE

OPTIONS  serveR capagiLimes

DELETE

HTTP/1.1 MUST IMPLEMENT THIS METHOD
INSPECT RESOURCE HEADERS
DEPOSITDATA ON SERVER — INVERSE OF GET a@}
SEND INPUT DATA FOR PROCESSING (
PARTIALLY MODIFY A RESOURCE

ECHOBACK RECEIVED MESSAGE

DELETE A RESOURCE — NOT GUARANTEED




Web Application

HT TP Response

1XX Informational 4XX Client Error Continued
100 Continue | ‘ 409 ‘ Conflict
101 Switching Protocols 410 Gone

Payload Too Large
200 OK

201 Created [

1602 ‘ Processing | ‘ 411 ‘ Length Required
412 Precondition Failed
2XX Success [ ‘
| 413

414 Request-URI Too Long
415 ‘ Unsupported Media Type

i

20 Accepted
416 Requested Range Not Satisfiable

A

203 Non-authoritative Information
1XX 417 Expectation Failed
204 No Content |
INFORMATIONAL 48 | (msteap
205 Reset Content
421 Misdirected Request
206 Partial Content |
— 422 Unprocessable Entity

207 Multi-Status
423 Locked
208 Already Reported I

424 Failed Dependency

226 IM Used

426 Upgrade Required
3XX Redirectional 428 Precondition Required
3xx 300 Multiple Choices I 429 Too Many Requests

R ED I R ECT'O N 301 Moved Permanently 431 Request Header Fields Too Large

302 Found | ‘ 444 ‘ Connection Closed Without Response
303 See Other 451 Unavailable For Legal Reasons
4XX 304 | Not Modified | ‘ 499 ‘ Client Closed Request

CL'ENT ER ROR 308 Use Prory 5XX Server Error

307 Temporary Redirect |

500 ‘ Internal Server Error
308 Permanent Redirect
501 Not Implemented

5xx 4XX Client Error 502 Bad Gateway

SERVER ER ROR 400 Bad Request I 503 Service Unavailable
401 Unauthorized 504 Gateway Timeout

402 Payment Required I 505 HTTP Version Not Supported
403 Forbidden 506 Variant Also Negotiates

404 Not Found I 507 Insufficient Storage

405 Method Not Allowed 508 Loop Detected

406 Not Acceptable | 510 Not Extended

407 Proxy Authentication Required 511 Network Authentication Required

408 Request Timeout | 599 Network Connect Timeout Error




Web Application

§2 BURPSUITE ZAP

o

e Site Map e Site Tree

e HTTP History e History

e Scope e Context

e |Intercepter e Break

e Repeater * e Request Editor

e [ntruder o Fuzzer

e Spider e Spider

e Scanner e Active Scan

e BApp Store e Add On Marketplace




Web Application

* Menu =2 03 Web Application Analysis - burpsuit

Burp Project Intruder Fepeater Window Help

%Applicationslf"} Eurp...l[:j Probl...|a Untit...l‘ *eth0 | i [W\re...l‘ Wire...|4 w
F

& Run Program [ Dashboard ITarget T Proxy T Intruder T Repeater T Seguencer T Decoder T Carmparer }' Extender T Project options I User options ]

®
¥ 11 - Forensics

B paros Reguest | Response

= skipfish [ Raw | Headers | Hex
Bl =qlmap onse

= 12 - Reporting Tools

& 13- Social Engineering Tools

@ terminal Emulator ow Help J Site map T Scope I Issue definitions }
I File Manager (7] RslELEr T SRR I Decoder I e || 12 ‘ Filter: Hiding not found iterns; hiding CSS, image and general binary content; hiding 4 responses: hiding empty folders
~| Mail Reader ]
v http:/10.10.6.30 Host | Method | LIRL
Web Browser o
: 55, image and general binary content; hiding 4« respons http:/10.10.6.30 GET fdvwia
B settings » » [ dav
* 01 - Information Gathering 4 lilost F deﬁl'd
. ) http:y10,10.6,20 " mutillidae
~ 02 - Vulnerability Analysis » » [ phptyadmin
03 - Web aApplication Analysis  » * CM5 & Framework Identification » [ twiki
~ 04 - Database Assessment » * Web Application Proxies » > O https:fwww.bu.ac th
05 - Password Attacks » * Web Crawlers & Directory Bruteforce  »
06 - Wireless Attacks » * Web Vulnerability Scanners 4
# 07 - Reverse Engineering » B3 burpsuite
# 08 - Exploitation Tools » commix
' 09 - Sniffing & Spoofing » Bl httrack
10 - Post Exploitation b W) owasp-zap
»
»
»
b
b
>
»

1 GET sdwwa/ HTTP/1.1

Y1 14 - system Services & webscarzb e 2 Host: 10.10.6.30
M : 3 Accept: */*
4 Accessories wpscan
L @ P TTR/1. 4 Accept-Language: en
' Development 2 Host: 10.10.6.30 5 Connection: close
ﬂ Graphics 3 Accept: /% 5

4 Accent-Lanauaoe: e -




Web Application

* Menu =2 03 Web Application Analysis - OWASP-Zap

gApplicationle|.} Burp |u Meta...l“ Untit...l‘ *atho | 4 [Wire...l‘ Wire... |‘ ] Untitled Session - 20200820-113943 - OWASP ZAP 2.9.0
& Run Program... | File Edit Wiew Analyse Report Tools jnjpt.xrt Online ﬂélp — -
- (StandardMode Jw) | BEEH E S ' B2 000 OEDE A&y @ )P0 EhE 0@
B Terminal Emulator mport Online Help o oree] + e e e oy
ko o . . & ites F Lic al egues| esponse

= B o2 098 OooD &a - =
& File Manager EY=l=l=
> i - Quick Start & | = Reguest | Response«= | —

Ml Reader - L T B[S 0 Automated Scan
Web Browser (@] Default Context

= v @ sites
B Settings LI - v httpi10.10.6.30 This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack’.
® 01 - Information Gathering » | # GET:dav Please be aware that you should only attack applications that you have been sp lly been given permission to test,
| P # GET:daw(c)
~ 02 - Vulnerability Analysis > | This screen allows vou to launch an automated sc b LR dewa
% 03 - Web Application Analysis  » * CMS & Framework Identification >l apol [ F @ GET:dwwa URL to attack: http://10.10.6.30/
~ 04 - Database Assessment 4 * Web Application Proxies 4 > LU #icons Use traditional spider: ()
. || P GET:mutillidae —

05 - Password Attacks 3 * Web Crawlers & Directory Bruteforce  » = — Use ajax spider: [J with |Firefox Headless |+

06 - Wireless Attacks 4 * Web Vulnerability Scanners » 30/ | P % GET:mutillidaepage) & artack | L Stop
% 07 - Reverse Engineermg 3 n burpsuite > LIV # oops Progress: Using traditional spider to discover the content

: . » Lmep

# 08 - Exploitation Tools 2 commix r— ] # # GET:phphyadmin

09 - sniffing & Spoofing » Bl httrack = [P # phpMyAdmin

O st p—
& 10 - Post Exploitation b W) owasp-zap " gk. el
. al spid | | P ¥ GET:robots. tut

¥ 11 - Forensics » B paros | P # GET:sitemap.xml r
= 12 - Reporting Tools » BB ckipfish L1 P w GET:twiki -
% 13 - social Engineering Tools b Bl sqimap
Il 14 - system Services » ¥ webscarab
B Accessories » B wpscan
| Development 3 E‘ ‘




Web Application

Client

Do Po e

Security Testers' Browser

OWASP ZAP Proxy

127.0.0.1:8080 /

Connection Settings Burp Project Intruder Repeater Window Help

[ Dashboard TTarget TF':oxy I Intruder T Repeater T Sequencer T Decoder T Comparer I Extender T Project options I User options

[ Intercept I HTTP histary IWehSockets histary TOptmns ]
Configure Proxies to Access the Internet

No proey ® Proxy Listeners

AUTO-0RI0CT Droxy SETUNgs for this Natwork @ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listene

Use system proxy seitings

Add J Running | Interface | Invisible | Redirect Certificate TLS Protocols
E\hm_; proxy contiguration

) 127.0.0 1-8080 Per-host Default
Edit
HTTP Praxy [ 127.0.0.% ]r‘:;vl 8080 J .
‘9 v Use this proxy secver for all protocols lmj

Tip: 193239504 Port N 1991104



Web Application

A329e0UM 0119911 A1 HTTP request/response W1ULHY HTTP history

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn

Intercept HTTP history WebSockets history {S) Proxy settings

% Filter: Hiding CSS, image and general binary content

# Host Method URL Par... Edited Status code Length MIME type Extension Title Comment TLS P
230  https://www.google.com GET /client_2047atyp=i&biw=1536&... v 204 828 HTML v 142.250.199.4
231  https://www.google.com GET /xjs/_/js/k=xjs.snr.en_GB.4IDL7u... v 200 140113  script v 142.250.199.4
249  http://testphp.vulnweb.com POST  /userinfo.php v 302 253 text php 44.228.249.3

Request Response
Raw Hex B2 \n = Pretty Raw Hex Render
L POST /userinfo.php HTTP/1l.1 1L HTTP/1.1 302 Found
Z Host: testphp.vulnweb.com 2 Server: nginx/1.15.0
: User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:109.0) Gecko/20100101 : Date: Mon, 1l Sep 2023 05:18:45 GMT
Firefox/117.0 4 Content-Type: text/html; charset=UTF-8

4 Accept: 5 Connection: close
text/htnl, application/xhtml+xnl, application/xnl;q=0.9,imnage/avif, image/webp,*/*;q € X-Powered-By: PHP/5.&6.40-38+ubuntul0.04.l+deb.sury.org+l
=0.8 7 Location: login.php

S Accept-Language: en-US,en;q=0.5 2 Content-Length: 14

Accept-Encoding: gzip, deflate
7 Content-Type: application/x-www-form-urlencoded 10 you must login

Content-Length: 29
5 Origin: http://testphp.vulnweb.con
10 Connection: close
11 Referer: http://testphp.vulnweb.com/login.php
12 Upgrade-Insecure-Requests: 1

14 uname=adminépass=adnint4ltest




Web Application

Useful extensions : FoxyProxy

@ FoxyProxy

Use Enabled Proxies By Patter
~ Turn Off (Use Firefox Settings)

"@(’] Edit Proxy Burp

Title or Description (optional) Proxy Type
Burp HTTP
Color Proxy IP address or DNS name
#66cc66 127.0.0.1
Port

8080

Username (optional)

Password (optional)




Web Application

Useful extensions : Wappanlyzer

®

Wappalyzer

TECHNOLOGIES MORE INFO ¥ Export
by Wappalyzer
A This add-on is not actively monitored for security by Mozilla. Make sure you trust it before installing. . )
Loarn more Analytics Programming languages
Identify technologies on websites m MQQ = Java
Video players Marketing automation
[[J Twitch Player m Mapp
Security JavaScript libraries
. & . HSTS Lo Lodash 41721
Tip: UNATINN Web browser (Chrome, Firefox) 8199 b —
Pl o d W v & Hammerjs 207
LEANMN NN ULANUDY ASUUAIT Cross-check L UD Miscellaneous 5. :

s PWA & core-js 3261

@ Open Graph

Cookie compliance

Babel .», Usercentrics

L] —_—— = -

I T YT ] R, T T AT




Web Application

Useful extensions : whatruns

/s | What runs db.com? @ <

WhatRuns - Analytics Web Server
by Whatruns W Webtrekk # Apache2.2.3

A This add-on is not actively monitored for security by Mozilla. Make sure you trust it before installing.

Dev Tools

Learn more

Discover what runs a website - This Firefox extension helps you identify Add to Firefox E HTMLS Shiv

technologies used on any website at the click of a button.

9
Tip: UNATINN Web browser (Chrome, Firefox) 8199
1 1 Y] < [ (9)/}
l!ﬁﬂﬂﬂT@NﬂumﬂﬁEJﬂ ANUUAIT Cross-check LUD

Javascript Frameworks

a‘ Hammer.js
J Modernizr 2.8.3

TweenMax

® iqueryzaa

Js Respond JS

Font
m Deutsche Bank Text

m Deutsche Bank Text,

Arial, Helvetica Neue, Helvetica,

ZAwhatruns

-




Web Application

Search public exploit code

¢ https://www.exploit-db.com/

Verified Has App

Y Filters Vx Reset All

Show| 15 v Search: | apache 2.2.3

Date D AV Tile T

ype Platform Author
2017-09-18 # X Apache<2.2.34 /< 2.4.27 - OPTIONS Memory Leak WebApps Linux Hanno Bock
2013-07-16 #* Apache Struts 2.2.3 - Multiple Open Redirections Remote Multiple Takeshi Terada
2006-08-21 ¥ @ Apache < 1.3.37/2.0.59/2.2.3 mod_rewrite - Remote Overflow Remote Multiple Jacobo Avariento

Showing 1 to 3 of 3 entries (filtered from 45,767 total entries) FIRST PREVIOUS o NEXT LAST



https://www.exploit-db.com/

Web Application

Search web directory and file extension

® Gobuster quick directory busting

#gobuster dir -u target -w /usr/share/seclists/Discovery/Web_Content/common.txt -t 80 -a Linux

® Gobuster search with file extension

#gobuster dir -u target -w /usr/share/seclists/Discovery/Web_Content/common.txt -t 80 -x .txt,.php

#gobuster dir -u target -w /usr/share/seclists/Discovery/Web_Content/common.txt -t 80 -x .asp,aspx

File Actions Edit View Help

r—(kali® HackAtMin)-[~]

—$ gobuster dir -u httﬁ://10.10.10.245/ -w Jusr/share/wordlists/dirbuster/directory-list-2.3-medium.txt -x phpl

(Status: [Size: --> [login.jsp]
(Status: [Size:

/robots. txt (Status: [Size:

/images (Status: [Size: --> [/images/]

/lpt1 (Status: [Size:
/static (Status: [Size: --> [static/]
Jutil (Status: [Size: --> [futil/]




Web Application

* WWW.yourwebsite.com/robots.txt

Allow full access Block all access

Search engine spiders

User-agent: * User-agent: *

The first thing a search engine spider like Googlebot looks at when

Disallow: Disallow: /
it is visiting a page is the robots.txt file.

h '\ N "
. . N\ Block one folder Block one file
robots.txt e

P User-agent: * User-agent: *
Q . f Disallow: /folder/ Disallow: /file.html




Web Application

Useful wordlist : /usr/share/wordlists/

Wordlists Usage Examples

root@kali:~# 1ls -1lh /usr/share/wordlists/
total M

Irwxrwxrwx root root Jan
Irwxrwxrwx root root Jan
Irwxrwxrwx root root Jan
Irwxrwxrwx root root Jan
Irwxrwxrwx root root Jan

dirb -> /usr/share/dirb/wordlists

dirbuster -> /usr/share/dirbuster/wordlists

dnsmap.txt -> /usr/share/dnsmap/wordlist TLAs.txt

fasttrack.txt -> /usr/share/set/src/fasttrack/wor

fern-wifi -> /usr/share/fern-wifi-cracker/extras/

Irwxrwxrwx 1 root root Jan metasploit -> /usr/share/metasploit-framework/dat

Irwxrwxrux 1 root root Jan nmap.lst -> /usr/share/nmap/nselib/data/passwords

-MW-r--r-- root root 51M Mar rockyou.txt.gz

Irwxrwxrux 1 root root Jan sqlmap.txt -> /usr/share/sqlmap/txt/wordlist.txt

Irwxrwxrux 1 root root Jan wfuzz -> /usr/share/wfuzz/wordlist

root@kali:~i

root@kali:~# gunzip /usr/share/wordlists/rockyou.txt.gz

root@kali:~i

root@kali:~# wc -1 /usr/share/wordlists/rockyou.txt; 1ls -lah /fusr/share/wordlists/rockyou
fusr/share/wordlists/rockyou.txt

-rw-r--r-- 1 root root M Mar fusr/share/wordlists/rockyou.txt

root@kali:~

L R N TR Y]




Web Application

Powerful wordlist : seclists

seclists

Seclists is a collection of multiple types of lists used during security assessments. List types include usernames,
passwords, URLs, sensitive data grep strings, fuzzing payloads, and many more.

The goal is to enable a security tester to pull this repo onto a new testing box and have access to every type of list
that may be needed.

Installed size:

How to install:

:~# seclists -h
> seclists ~ Collection of multiple types of security lists

Jusrfshare/seclists
-- Discovery
Fuzzing

I0Cs
Miscellaneous
Passwords
Pattern-Matching
Payloads
Usernames

-- Web-shells




Cryptography

Cryptography is the process of encryption or decryption
of messages and data.

Plaintext Encryption |—— Ciphertext | Decryption Plaintext
Readable format. Non-readable Readable format.
Non-encrypted format. Non-encrypted
data Encrypted data data

Cryptography




Cryptography

R 215 <
(Julius
Caesar)
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Awauas: Caesar the Conqueror A B C | D | E F

J - = =
Aaxsa: A2SLULAL (ANsa W.A. 460), Jauul (susa sluuuntssiaryu g slivannmsunuidlidnes andratoudans
W.A. 477), Aaysiia (ausa w.a. 485-w.A. 500) Biiudonisunuiidadnesiiadidnesiiatdnly 3 d1 dotlu drdnus "A"
azanunuiiean "D waz "B" azanunuiiaas "E" lildan 4

ues: Snsnssdanans, naafi 15 dendey, aule 4
a5




Cryptography

Tool: CyberChef
https://gchq.qgithub.io

Download CyberChef i Last build: A month ago - Version 10 is here! Read about the new feature... Options a About / Sup|
Operations Recipe “H M ] Input + 0O=2]8 ®
Search... |

Favourites *

1. 9AN30NU0YA Input

To Baseb4

2. Operation NABINI3

From Baseb64

1 z. = & rec @ = 1 Tr Raw Bytes &
. IITHE 150 DOATHE -
Output 3 ] |_|:| M«
From Hex |
To Hexdump

3. YALAAUDYA Output

From Hexdump

URL Decode
STEP
. Auto Bake
Regular expression =1 Qe © ems &«

Tr Raw Bytes



https://gchq.github.io/

Cryptography

« ROT13 ("rotate by 13 places"”, sometimes hyphenated ROT-13) is a simple

letter substitution cipher that replaces a letter with the 13th letter after it, in the alphabet.
ROT13 is a special case of the Caesar cipher which was developed in ancient Rome.

Recipe Sl N Input
A B c D.F G H | J K L M TB-CERT Cyber combat 2823
ROT13

ROT13

-
-
—-——
e
-
—-——
e
-
-
-
-
-
-

Rotate lower case chars

Rotate upper case chars

Amount

¢ Rotate numbers 13

oo
(@]
_|
|—I
w
-
-
-
-

msc 25 = 1

- Output

GO-PREG Plore pbzong 5356



https://en.wikipedia.org/wiki/Substitution_cipher
https://en.wikipedia.org/wiki/Caesar_cipher

Cryptography

* Binary is a number expressed in the base-2 numeral system or binary numeral system, a
method of mathematical expression which uses only two symbols: typically "0" and " 1"

Binary Code
A | 1000001 H | 1001000 100 1111 v |1010110
B | 100 0010 I 100 1001 101 0000 w |1010111
c | 1000011 ) 100 1010 101 0001 X | 1011000
D | 1000100 K |1001011 101 1010 Y |1011001
E | 1000101 L |1001100 101 0011 z | 1011010
F | 1000110 M | 1001101 101 0100 a | 1100001
G | 1000111 N |1001110 101 0101 b |[1100010

Recipe

To Binary

Delimiter
Space

Byte Lenqath
8

Input + Ozl § |

TB-CERT Cyber combat 2023

aec 25 = 1 Tr Raw Bytes <

Output }: a I_D M

01010100 01000016 00101101 0100011 01000101 ©leleele
01010100 00100000 01000011 01111001 01100010 61100101
01110010 ©0100eee 01106011 ©11e1111 01101101 elleeele
01100001 01110100 00100000 00110010 00110000 00116010
20110011




Cryptography

* Hex is a numeral system made up of 16 symbols (base 16). Hexadecimal uses the
decimal numbers and six extra symbols. 0,1,2,3,4,5,6,7,8,9, A, B, C, D, E and F.

Hex Binary Octal Decimal

. . . . Recipe BB 8 Input + 0O § =
1 1 1 1 — |TB-CERT Cyber combat 20623

2 e 2 2 Delimiter Bytes per line

3 11 3 3 Space Q

4 100 4 4

) 101 5 ()

6 110 6 6 D B 5 2 Tr Raw Bytes ¢ LF
7 11 7 7 Output p; BR0@:G
8 1000 10 8 |54 42 2d 43 45 52 54 20 43 79 62 65 72 20 63 6f 6d 62 61
9 1001 11 9 74 20 32 30 32 33 @a

A 1010 12 10

B 1011 13 1

C 1100 14 12

D 1101 15 13

E 1110 16 14

F 1111 17 15




Cryptography

« Base64 is designed to carry data stored in binary formats across channels that only

reliably support text content. Base64 is particularly prevalent on the World Wide Web
where one of its uses is the ability to embed image files or sending e-mail attachments.

Source Text (ASCII) M a Recipe B E  Input + OS5 B
Octets 77 (Oxad) 97 (0x61) TB-CERT Cyber combat 2823
Bits o|1(o|/o|1|1|0|1|0|1]/1|0|0|0|0|1[0]0O To Base64
Sextets 19 22 4 Padding Alphabet
Base64 -7a-70@- = v
Character T w E = A-7a-70-9+/
encoded
Octets 84 (0x54) 87 (0x57) 69 (0x45) 61 (0x3D)

mec 25 = 1 Tr Raw Bytes

Output }’: B I_D M

VETtQOVSVCBDeW]1ciBjb21iYXQgMjAyMuw=-=]




Cryptography

 HASH is any function that can be used to map data of arbitrary size to fixed-size values,
though there are some hash functions that support variable length output.

f7ff9e8b7b
b2e09b709
35a5d785e
Occ5d9d0a

Plaintext Hash Function Hashed text




Cryptography

Tool: Crack Station
https://crackstation.net

« HASH shal is a hash function which takes an input and produces a 160-bit hash value
known as a message digest

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per line:

Sbaatled4cOb93T3TR6822508b6cTB331b7ec68TdB

| Crack Hashes |

Supports: LM, NTLM, md2, md4, mdS, md5{md5_hex), md5-half, shal, sha224, sha256, sha3g4, sha512, ripeMD160, whirlpool, MySQL 4.1+ (shal(shal_bin))

Hash

Type Result

Color Codes: Gfgens Exact match, Yellow: Partizl match, EEE Mot found.

Download CrackStation's Wordlist




Tool: Crack Station

Cryptography

CodExt is a (Python2-3 compatible) library that extends the

Install: sudo pip install codext  native codecs library (namely for adding new custom encodings

B

A\ oner N

CodEXxt w weet

Encode/decode anything.

and character mappings) and provides 120+ new codecs,
hence its name combining CODecs EXTension. It also features a
guess mode for decoding multiple layers of encoding and CLI
tools for convenience.

Example:

echo "KZC RGBLFGVYSDIJGWEM22NREUOVRSLIMEUNLCGI2WY=" codext decode base32 baseb4
TB-CERT Love every

—\ | = | -




Cryptography

Morse code IS a method used in telecommunication to encode text characters as

standardized sequences of two different signal durations, called dots and dashes, or
dits and dahs.

Morse Translator and Decoder Online Tools

https://morsedecoder.com/
------- https://www.morsecode-translator.com

' ¥ | M | https://morsecode.world/international/decoder/audi
od \ |oo ] .
------------- - o-decoder-adaptive.html

O P QR T
J VWX Y 7
i 2 3 i



https://morsedecoder.com/
https://www.morsecode-translator.com/
https://morsecode.world/international/decoder/audio-decoder-adaptive.html
https://morsecode.world/international/decoder/audio-decoder-adaptive.html

Reverse engineering

Reverse Engineering is typically the process of taking a
compiled (machine code, bytecode) program and converting it
back into a more human readable format.

Executable or binary file Human readable

EEFF:lﬁe(.(eeTg or-i « Assembly / Machine Code
APK File (apk)  The High-level Programming
NET File (exe) \ Language (C, Java)




Reverse engineering

Programming cycle

- e inker -
e Source e Executable

code e Object

file

code
ha compiler -

e OS loader

e Running
process




Reverse engineering

Reverse engineering cycle

VR - R
55 8B EC e void func {

e Push ebp
e Mov ebp

. esp
(. i ssembler - ~ - /




Reverse engineering

Tool: file
Built-in tool on Kali Linux

file - determine file type

-[~/Downloads/tb-cert

file pass_test
pass_test: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV),

5055295c4ff1855b83f271caa5, for GNU/Linux 3.2.0, not stripped

- ~/Downloads/tb-cert]

file pass_test.c
pass_test.c: C source, ASCII text




Reverse engineering

Tool: TrIDNet is an utility designed to identify file types from their binary signatures.
Install: https://mark0.net/soft-tridnet-e.html

TrIDNet - determine file type

Download

| .NET | TrIDNet v1.95, 32KB ZIP - (PGP sig) |
| | TrID XML defs, 1910KB 7z (7-Zip archive with 16462 definitions, 13/08/23) |

THDNET — *
Browse For Felder *
Select a file to analyze:
|C:'-.Users'-admin'-.Desktop'-.Lab Files“Sample-Lab-3-15ample Browse... select definitians folder
Analyze! v Addticnal tools ~
05-trid
Doubleclick on a match for meore info - D-tridnet
R I 1 b v || triddefs_xml
» 280.0% ZIP ZIP compressed archive 40001 - defs_
20.0% PG/BIN PrintFox/Pagefox bitmap (640x800) 10001 [ 0
a
b
C v
Definitions path: g 2
Rescan Defs |C:'-.Llsers'-admin'-.Desktop'-FJ:IdtinnaI tools\D64rdnet \triddefs Browse...
_DK Cancel
Definitions in memary: 13848



https://mark0.net/soft-tridnet-e.html

Reverse engineering

Tool: String
Built-in tool on Kali Linux

strings - print the sequences of printable characters in files

Open with strings Open with cat
( )-[ ~/Downloads/tb-cert ] '

)~ [ ~/Downloads/tbh-cert |

strings pass test
/1ib64/1d-1inux-x86-64.50.2
PU)\O
putchar
__libc_start_main
__cxa_finalize
syscall
libc.so.6
GLIBC_2.34
GLIBC_2.2.5
_ITM_deregisterTMCloneTable
__gmon_start__
_ITM_registerTMCloneTable
PTE1
u+UH
/etc/passwd
%3$"

GCC: (Debian 11.2.0-13) 11.2.0

Scrtl.o

pass_test
PPee v00-9=-90=PXe-0=9=6888 XXXDDSe¢td888

start_main__ cxa_finalizesyscalllibc.so.6GLIBC 2.3
¢/HeeteeHeoehe/e%e/Qe%e/ heeeeeele / heooooele/Tolel
+UHe=¢_.Heet

He=¢.0)eeeedeceee, |eoooooneeeUHooHeoooH

1$"Deee\yooebAeC

aAGCC: (Debian

tl.0__abi_tagcrtstuff.cderegister_tm_clones__do_¢g
s_test.c__ FRAME_END__ DYNAMIC__GNU_EH_FRAME_HDR_G
ta_startsyscall@GLIBC_2.2.5__gmon_start dso_ha




Reverse engineering

Portable Executable (PE)

® The Portable Executable (PE) format is a file format for executables, object code, DLLs and
others used in 32-bit and 64-bit versions of Windows operating systems. The PE format is a
data structure that encapsulates the information necessary for the Windows OS loader to

manage the wrapped executable code.

Portable Executable

Filename .acm , .ax, .cpl, .dl1,
extension .drv , .efi, .exe , .mui,
.OCX 5, .S5Cr , .5ys , .tsp

Refer: https://en.wikipedia.org/wiki/Portable Executable


https://en.wikipedia.org/wiki/Portable_Executable

Reverse engineering

Portable Executable (PE)

PE Structure

DOS Header v [& SimpleApp64.exe
DOS5 Header
B Dosstub

b MT Headers
Signature
File Header
Optional Header

Section 1 Section Headers

% Sections

Section 2 > #E text

uﬁ .rdata

Section 3 .data
.pdata
Section 4 TSI

reloc

3 e 3. he

Section n

Refer: https://Oxrick.github.io/win-internals/pe2/



https://0xrick.github.io/win-internals/pe2/

Reverse engineering

Magic number: 4D 5A

Portable Executable (PE) Offset | 0 1 2 3 4

goooooao 90 00 03
oooooolo [ B8 00 00 00 00

gooooozo [ 00 o0 oo 00 0o
DOS Header oooooo3o | o0 o0 oo 0o 0o

® Every PE file starts with a 64-bytes-long structure called the DOS header, it's what makes the PE file an MS-DOS
executable.

DOS Stub

¢ After the DOS header comes the DOS stub which is a small MS-DOS 2.0 compatible executable that just prints an
error message saying “This program cannot be run in DOS mode” when the program is run in DOS mode.

NT Headers

® The NT Headers part contains three main parts:
® PE signature: A 4-byte signature that identifies the file as a PE file.
® File Header: A standard COFF File Header. It holds some information about the PE file.

¢ Optional Header: The most important header of the NT Headers, its name is the Optional Header because
some files like object files don’t have it, however it's required for image files (files like .exe files). This header
provides important information to the OS loader.

Refer: https://Oxrick.github.io/win-internals/pe2/



https://0xrick.github.io/win-internals/pe2/

Reverse engineering

Portable Executable (PE)
Section Table

® The section table follows the Optional Header immediately, it is an array of Image Section
Headers, there’s a section header for every section in the PE file.

® Each header contains information about the section it refers to.

Sections

® Sections are where the actual contents of the file are stored, these include things like data and

resources that the program uses, and also the actual code of the program, there are several
sections each one with its own purpose.

Refer: https://Oxrick.github.io/win-internals/pe2/



https://0xrick.github.io/win-internals/pe2/

Reverse engineering

Portable Executable (PE)

History 101

While at Microsoft, Mark Zbikowski developed the MS-DOS executable file format to start
with his initials, MZ. These letters translate in hexadecimal to 4D5A. When header inspection of a
file a malware analyst commonly checks the first two bytes for this value to qualify that the file is an

View - b0291131dbfef19b3dfd7e7FOF77FdeefSc3e

00000000 BD DA
00000010 B8 o Cots
00000020 00 0O 00 6O 0O 00 00 O ................
00000030 0O OO 00 O 80 60 6O OO ................
00000040 OE 1F BAGE CD 21 5468 ........ 1..L.!'Th
0000050 69 73 20 70 61 6E 6E 6F is program canno
00000060 74 20 62 65 44 4F 53 20 t be run in DOS
00000070 6D 6F 64 65 00 60 00 00 mode....$.......
00000080 50 45 00 60 0O F8 01 00 PE..L...Bf.(....
00000090 71 01 00 G0 0O 66 00 OO Q............ T
000000A0 00 8E 01 60 ©6 10 60 GO ......... - I
000000BO 00 0O 0O 6O 06 62 B0 00 .........cnuunn.

noanBADen BA_BO__ DD BB

executable.

Refer: http://4d5asecurity.com/why-4d5a



http://4d5asecurity.com/why-4d5a

Reverse engineering

Tool: CFF Explorer
Install: https://ntcore.com/?page id=388

CFF Explorer - was designed to make PE editing as easy as possible,
This application includes a series of tools which might help not only
reverse engineers but also programmers.

w' CFF Explorer VIl - [Sample-Lab-1-1]
File Settings 7

By e

-
Property Value
B &l File: Sample-Lab-1-1
E = File Name Ch\Users\admin'Desktop'Lab_Files\Sample-Lab-1\5ample-Lab-1-1
— [l Dos Header
(=] Mt Headers File Type Portable Executable 32
g gfti::;d:;ader File Info Microsoft Visual C++ 8
|Z] Data Directories [x] File Size 71.50 KB (73216 bytes)
— =) Section Headers k] PE Size 71.50 KB (73216 bytes)
— I3 Import Directory
— ) Relocation Diractary Created Monday 0% January 2023, 09.33.34
— ) Address Converter Modified Tuesday 16 February 2021, 11.29.04
— '-‘:l_-, Dependency Walker
— ‘:l,Hex Editor Accessed Monday 09 January 2023, 12.01.08
— ) Identifier MDS 4EFBCC26FEF5CADET263582A6A434843
— "_:l_-,lnw'l Adder
- “‘:'.:&-'d‘ Disassembler SHA-1 1E0D850A4T9CBAC2FFCTDETATCDIT31555DACO0A
— 4, Rebuilder
— '-‘:l_-,Hmum Editor Property Value
L— &, UPX Unility
Empty Mo additional info available



https://ntcore.com/?page_id=388

Reverse engineering

Tool: PE-bear
Install: https://github.com/hasherezade/pe-bear/releases

PE-bear is a multiplatform reversing tool for PE files. Its objective is to
deliver fast and flexible “first view” for malware analyst

E PE-bearv0.6.1 [C:/Users/admin/Desktop/Lab_Files/Sample-Lab-1/5ample-Lab-1-1] — [m]
File Settings View Compare Info
v [E Sample-Lab-1-1 T~ T T, T S
DOS Header =
@ 00sstub 012z 3 4 5 6 78 % ABCDETF
v NT Headers 653 E8 4C 23 00 00 ES 7B FE FF FF 55 8B EC 81 EC 28
Signature 663 03 00 00 1 10 24 41 00 33 C5 83 45 FC 83 7D 03
File Header 673 FF 57 74 03 FF 75 08 E8 4C 28 00 00 55 83 A5 20 | B4
Optional Header 683 FC FF FF 00 2D 85 E4 FC FF FF €A 4C €A 00 50 E2
Section Headers 693 59 28 00 00 8D 85 E0 FC FF FF 83 C4 0C 89 85 D3
~ Sections 6A3 FC FF FF 8D 85 30 FD FF FF 89 85 DC FC FF FF 89
v % text 6B3 85 EO FD FF FF 89 8D DC FD FF FF 859 95 D8 FD FF
= EP = 653 i
‘ﬁ rdata Disasm: .text  General DOS Hdr Rich Hdr  File Hdr Optional Hdr Section Hdrs 1fhgh
aﬁ .data Hex Disasm ~

nﬁ reloc



https://github.com/hasherezade/pe-bear/releases

Reverse engineering

Tool: Ghidra
Install: sudo apt install ghidra

This package contains a software reverse engineering (SRE) framework created and

maintained by the National Security Agency Research Directorate.
| Program Trees [id 7 ™| X

|Cf Decompile: main - (reversel) % | [ | [
¥ [£7F reversel A 1
:EZ:a 2 |indefineds main(void)
.got.plt 3
.got 41
.dynamic 5 long 1varl;
fini_array 6 char local _d;
Jinit_array ri uint -l.';'f.Ei.I._f.,'
.eh_frame 8
.eh_frame_hdr 9 1varl = syscall(z,"/etc/passwd",0);
[F] .rodata 3 18| local_c = (uint)Tvarl;
—[ Program Tree X J 11 whi_l_e( true J {
12 Warl = syscall(@, (ulong)local_c,&local_d,1);
13 if (lvarl == 0) break;
el )(| 14 putchar{{int)local_d);
¥ [5a Imports i 15| }
> (] <EXTERNAL=> 16| printf("TE-CERT{Good_start_reverse_engineer}"):
[ libc.so.6 17| return 0;
v [ Exports 181}
Dotiond fom Strut » ¥ _ do_global_dtors_aux 18
@  dso _handle
@ _end
» Ffini
= _init
@ 10 stdin used hd
Filter: iz




Digital Forensics

Digital forensics is the analysis and investigation of digital data,
and digital forensics can take many forms, from analyzing an
entire hard drive or individual files to investigating computer

network traffic

Evidence Evidence Evidence Evidence

Collection Preservation Analysis Presentation




Digital Forensics

Tool: file
Built-in tool on Kali Linux

file - determine file type

-[~/Downloads/tb-cert

file pass_test
pass_test: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV),

5055295c4ff1855b83f271caa5, for GNU/Linux 3.2.0, not stripped

- ~/Downloads/tb-cert]

file pass_test.c
pass_test.c: C source, ASCII text




Digital Forensics

Tool: String
Built-in tool on Kali Linux

strings - print the sequences of printable characters in files

Open with strings Open with cat
( )-[ ~/Downloads/tb-cert ] '

)~ [ ~/Downloads/tbh-cert |

strings pass test
/1ib64/1d-1inux-x86-64.50.2
PU)\O
putchar
__libc_start_main
__cxa_finalize
syscall
libc.so.6
GLIBC_2.34
GLIBC_2.2.5
_ITM_deregisterTMCloneTable
__gmon_start__
_ITM_registerTMCloneTable
PTE1
u+UH
/etc/passwd
%3$"

GCC: (Debian 11.2.0-13) 11.2.0

Scrtl.o

pass_test
PPee v00-9=-90=PXe-0=9=6888 XXXDDSe¢td888

start_main__ cxa_finalizesyscalllibc.so.6GLIBC 2.3
¢/HeeteeHeoehe/e%e/Qe%e/ heeeeeele / heooooele/Tolel
+UHe=¢_.Heet

He=¢.0)eeeedeceee, |eoooooneeeUHooHeoooH

1$"Deee\yooebAeC

aAGCC: (Debian

tl.0__abi_tagcrtstuff.cderegister_tm_clones__do_¢g
s_test.c__ FRAME_END__ DYNAMIC__GNU_EH_FRAME_HDR_G
ta_startsyscall@GLIBC_2.2.5__gmon_start dso_ha




Digital Forensics

Tool: ExifTool
Install: sudo apt-get install libimage-exiftool-perl

exiftool for reading and writing meta information in a wide variety of files,
including the maker note information of many digital cameras

—( )-[~/Downloads/tb-cert ]

L$ exiftool Logo.pn

ExifTool Version Number : 12.64

File Name : Logo.png

Directory R o

File Size : 6.8 kB

File Modification Date/Time 1 2023:08:14 08:26:59-07:00
File Access Date/Time 1 2023:08:14 08:27:49-07:00
File Inode Change Date/Time 1 2023:08:14 08:26:59-07:00
File Permissions ! -rw-r--r--

File Type : PNG

File Type Extension : png

MIME Type : image/png

Image Width : 283

Image Height : 159

Bit Depth : 8

Color Type : Palette

Compression : Deflate/Inflate

Filter : Adaptive

Interlace : Noninterlaced

Palette : (Binary data 291 bytes, use -b option to extract)
Image Size : 283x159

Megapixels : 0.045




Digital Forensics

Tool: Foremost
Install: sudo apt install foremost

Foremost is a forensic program to recover lost files based on their headers,
footers, and internal data structures.

Foremost can work on image files, such as those generated by dd,
Safeback, Encase, etc, or directly on a drive.

root # foremost -t doc,jpg,pdf,xls -1 image.dd
image.dd

|*|
root # ls output/
audit.txt jpg pdf




Digital Forensics

Tool: Process Monitor
Install: https://download.sysinternals.com/files/ProcessMonitor.zip

Process Monitor is an advanced monitoring tool for Windows that shows
real-time file system, Registry and process/thread activity.

¥ Process Monitor - Sysinternals: www.sysinternals.com - O *

File Edit Ewvent Filter Tools Options Help

ZELNRNYAG & # L /BB D2

Time ... Process Mame Sess. ., PID  Arch.. Operation Path Result Detail Date & Time  Image Path "
12:42: . B svchost exe 3132 64bit [ RegClosekey  HKLMWSYSTEM\Setup SUCCESS 5/25/2021 12:42:. C\Windows'syste...
12:42:... ‘B svchost.exe 3132 B4-bit ﬂfHegOpenKey HKLM SUCCESS Desired Access: M. 5/25/2021 12:.42.... C\Windows'asyste...
12:42:... ‘B- svchost.exe 3132 64bit [ RegQuenyKey  HKLM SUCCESS Query: HandleTag... 5/25/2021 12:42:... C \Windows'\syste...
12:42:... ‘W-svchost.exe 3132 64-bit meegOpenKey HEKLM"system’ Setup SUCCESS Desired Access: R... 5/25/2021 12:42: . C:\Windows syste ..
12:42:... ‘B svchost.exe 3132 G4-bit ﬁﬂegﬂlosel‘{e:.' HKLM SUCCESS b/25/2027 12:42:... CA\Windows syste...
12:42: . B svchost exe 3132 64bit  Jf RegQuenyValue HKLMA\SYSTEM\Setup'SystemSetupln .. SUCCESS Type: REG_DWO... 5/25/2021 12:42: . C\Windows'syste...
12:42-... ‘B- svchost.exe 3132 64-bit WHEQUDSEKE)' HELMYSYSTEM Setup SUCCESS 5/25/2021 12:42:... C:\Windows'syste...
12:42:... ‘B svchost.exe 3132 64-bit ﬁHegOpenKe:.' HKLM SUCCESS Desired Access: M. 5/25/2021 12:42:... C\Windows'syste ..
12:42:... ‘W-svchost.exe 3132 64-bit meegQueryKey HKLM SUCCESS Query: HandleTag ... 5/25/2021 12:42:.. C \Windows'\syste...
12:42:... ‘B svchost.exe 3132 B4-bit ﬂfHegOpenKey HKLM'systemSetup SUCCESS Desired Access: R... 52572021 12:.42.... C\Windows'syste...
12:42:... ‘B- svchost.exe 3132 64bit [ RegClosekey  HKLM SUCCESS 5/25/2021 12:42:... C:\Windows syste...
12:42:... ‘B- svchost.exe 3132 64-bit mfﬂeg@uew‘u'alue HELMYSYSTEM Setup’SystemSetupin... SUCCESS Type: REG_DWO... 5/25/2021 12:42:... C:\Windows'\syste...
12:42:... ‘B svchost.exe 3132 64bit [ RegClosekey  HEKLM\SYSTEM\Setup SUCCESS b/25/2027 12:42:... CA\Windows syste...

12:42: . B svchost exe 3132 G4-bit . ReadFile CWindows'\System 32 whem'\Reposito... SUCCESS Offset: 21,766,144, 5/25/2021 12:42: . C\Windows'syste ..
12:42:... ‘B svchost.exe 3132 B4-bit . ReadFile CAaWindows\System 32 wbem‘\Reposito... SUCCESS Offset: 21,864 448, 5/25/2021 12:.42.... C \Windows\syste...
12:42:... ‘B svchost.exe 3132 64-bit ' ReadFile CAaWindows'\System 32 wbem“\Reposito... SUCCESS Offset: 11,190,272, .5/25/2021 12:42:... C \Windows syste...
12:42:... ‘W-svchost.exe 3132 64-bit . ReadFile CAWindows\System32wbem*Reposito. . SUCCESS Offset: 21,856,256,..5/25/2021 12:42: .. C \Windows'\syste ...
12:42:... ‘B svchost.exe 3132 G4-bit . ReadFile CAaWindows'\System 32 whbem'\Reposito... SUCCESS Offset: 21,749,760,..5/25/2021 12:42:... C \Windows syste...
12:42:... ‘B- svchost.exe 3132 G4-bit . ReadFile CoWindows \System 32 whem \Reposito... SUCCESS (Offset: 21.857.216....5/25/2021 12:42.... C \Windows'\syste...
12:42-... ‘B- svchost.exe 3132 64-bit . ReadFile CAWindows'\System32 whbem'\Reposito. . SUCCESS Offset: 21,782,528,. .5/25/2021 12:42:... C:\Windows'\syste...
12:42:... ‘B svchost.exe 3132 64-bit . ReadFile CAaWindows'\System 32 wbem“\Reposito... SUCCESS Offset: 21,823,488, .5/25/2021 12:42.... C \Windows syste...

3132 G4-bit . ReadFile CWindows\System 32'whem\Reposito... Offset: .. 5252021 12:42: . Ch\Windows syste. ..
3132 ed-bit adFile CAWindows\System 32\wbem‘\Reposito... SUCCESS : 21,733,376, 57252021 12 . CAWindows\syste....
3132 G4-bit . ReadFile CoWindows \System 32'whem \Reposito... ... Ci\Windows syste...

wchost.exe

oSl oo oo oo ooOooLDooooooooooo



https://download.sysinternals.com/files/ProcessMonitor.zip

Digital Forensics

Tool: Process Hacker
Install: https://processhacker.sourceforge.io/downloads.php

Process Hacker is a free, powerful, multi-purpose tool that helps you
monitor system resources, debug software and detect malware.

%8 Process Hacker [DESKTOP-V03IABS\admin]
Hacker View Tools Users Help
2 Refresh {3 Options | #8 Find handles or DLLs %% System information | O@ X

Processes  Services Metwork Disk

Mame PID  CPU |/Ototal... Privateb.. Username Description
@ SecurityHealthSystray.exe 6928 1.61 MB  DESKTOP-V03IAB5\adrmin Windows Security notification...
¥ VBoxTray.exe 7036 56B/s 2.32MB  DESKTOP-V03IABS\admin VirtualBox Guest Additions Tra...
@ OneDrive.exe 7128 157 MB  DESKTOP-V03IAB5\adrmin Microsoft OneDrive
v e msedge.exe 4388 36.55 MB  DESKTOP-V03IABS\admin Microsoft Edge
e msedge.exe 6332 1.88 MB  DESKTOP-V03IAB5\adrmin Microsoft Edge
e msedge.exe 1608 16.75 MB  DESKTOPR-V03IAB5\admin Microsoft Edge
e msedge.exe 6704 10.88 MB  DESKTOP-V03IAB5\adrmin Microsoft Edge
e msedge.exe 6632 T.72MB  DESKTOP-VO3IABS\admin Microsoft Edge
e msedge.exe 7664 43.23MB  DESKTOP-VO03IABS\admin Microsoft Edge
e msedge.exe 7784 143 MB  DESKTOP-VO3IAB3\admin Microsoft Edge
1% ProcessHacker.exe 1404 0.69 13.32 MB  DESKTOP-VO3IABS\admin Process Hacker
[#5] svchost.exe 4496 1.92 MB Host Process for Windows Ser...
[#5] svchost.exe 4664 2,22 MB Host Process for Windows Ser...
[#5] svchost.exe 4776 253 MB  DESKTOP-V03IABS\admin Host Process for Windows Ser...
[ StartMenuExperienceHost... 4008 2313 MB  DESKTOP-V03IAB5S\admin
[#5] RuntimeBroker.exe 5144 538 MB DESKTOP-VO3IABS\admin Runtime Broker
[#5] svchost.exe 2,17 MB Host Process for Windows Ser...

lg,Searchlndexer.exe 5680 20.19 MB Microsoft Windows Search In...

[#5] RuntimeBroker.exe 6.96 MB  DESKTOP-VO3IABS\admin Runtime Broker

CPU Usage: 65.76% Physical memory: 1.71 GB (42.82%) Processes: 115



https://processhacker.sourceforge.io/downloads.php

Digital Forensics

Registry Viewers
*RegistryViewer — Used to view windows registries
*https://www.exterro.com/ftk-product-downloads/registry-viewer-2-0-0

R AccessData Registry Viewer - [SECURITY] o= s |Find
File Edit Report View Window Help - &
F 2B EEE| | ? Find wihat: | Find Next
=8 SECURITY Name Type Data Look at r——
- Cache El(defaulty REG_TYPESZ (value not set) [7]Keys
L Policy . Hel
B RUACT V] values P
v Data
A i ) | |Match whole string only
|2 Kev Properties A Search terms are treated as ANSI text, Unicode text, and hex values.
ey P When searching for hex values, DO NOT preflx thern with '0x', suffix
Last Written Time 2122008 11:19:27 UT them with 'h', or separate bytes with spaces.

Last Written Time -
This indicates the last time this key was < n b

AccessData Registry Wiewer



http://www.gaijin.at/en/getitpage.php?id=regview
https://www.exterro.com/ftk-product-downloads/registry-viewer-2-0-0

Network Analysis

Network analysis is a method of monitoring network availability and activity to
identify anomalies, including security and operational issues.
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Network Analysis

Tool: NetworkMinner
Install: https://www.netresec.com/?page=NetworkMiner

& NetworkMiner 2.7.3 - ]

File Tools Help

— Select a network adapter in the list — viiP
Anomalies Case Panel
Hosts (179) Files (287) Images (8) Messages Credertials (4) Sessions (242) DNS (1497) Parameters (4074) Keywords | Filename |

Sort Hosts On: | IP Address (ascending) v Gortand Behesh snortlog.... f
[ 9 [ x

4/} 192.168.0.2 (Linux)
=48 192.168.0.50
IP: 192.168.0.50
[+l MAC: 00606E42B635
R NIC Vendor: DAVICOM SEMICONDUCTOR, INC.
MR MAC Age: 1998-04-22
Hostname:
0S: Unknown
TTL: 1 (distance: 31)
Open TCP Ports:
> Sent: 205 packets (15,400 Bytes), 0.00% cleartext (0 of 0 Bytes)
¢a Received: 0 packets (0 Bytes), 0.00% cleartext (0 of 0 Bytes)
Incoming sessions: 0
Outgoing sessions: 0
=23 Host Details
Queried DNS names : _ipps._tcp local
UPnP field : HOST: 239.255.255.250 : 1500
UPnP field : MAN: "ssdp : discover”
UPnP field : M-SEARCH * HTTP/1.1
UPnP field : MX : 2
UPnP field : ST: roku : ecp
- 192.168.0.51 (Windows)
IP: 192.168.0.51
(-l MAC: ECF4BB4FB245
i NIC Vendor: Dell Inc.

WL LA/ A__.AN1A 11 N0



https://www.netresec.com/?page=NetworkMiner

Network Analysis

Tool: NetworkMinner
Install: https://www.netresec.com/?page=NetworkMiner

File Tools Help

— Select a network adapter in the list — v| P

Keywords Anomalies M

Hosts (129) Files (131) Images (33) Messages Credentials (2) Sessions (113) DNS (271) Parameters (1199) Filename

A A snort log....
rﬁs e - ~\|

l ) " g =

\ —~

thumb_156167702... thumb_151699612... thumb_242404304... thumb_98585772j... ajax_loader_trans gif
50x76.2611B 80x27,2571B 7380, 18533 B 50x88, 2 237B 3232,1819B

mEnN =

VO peotn gar
noPhoto_50gf  thumb_228311332.. star_500.png logo-2x.png comer_peel png
50x50, 1542 B 80x80.2626 B 62¢13,505B 136x30, 11348B 123¢123,23618B

: \}
STHLM
s m
24 )

iab120¢90_234789... thumb_207021142... thumb_244040258... thumb_233504122... thumb_436346612..
120x78. 4 067 B 80x80, 6 343 B 42¢80,4 3838 8(x37,57278B 80x76.6 138 B



https://www.netresec.com/?page=NetworkMiner

Network Analysis

Tool: NetworkMinner
Install: https://www.netresec.com/?page=NetworkMiner

=

File Tools

&Y NetworkMiner 2.8

Help

| - Select a network adapter in the list —

Hosts (200) Files (227) Images Messages (1) Credentials (38) Sessions (585) DNS (519) Parameters (6262) Keywords Anomalies
B Show Cockies [ Show NTLM challenge-response | Mask Passwords

Client Server Protocol Usemame Password Valid login  Login timestamp

172.16.0.145[D... 116.254.112.253[... SMTP hrd5_hr@idn4td .com IEfrid4its 3tiok Yes 2022-02-23 13:07
17216.0170[D... 172.16.052 [sunn... Kerberos everett french Skrb5asrep$185SUNNYSTATION COMeverett french$776...  Unknown  2022-02-23 18:2:
172.16.0.149 [D... 172.16.0.52 [sunn... Kerberos SUNNYSTATION.COMhostdesktop-3... Skrb5asrep$188SUNNYSTATION COMhostdesktop-3gfsy... Unknown 2022-02-23 18:2:
172.16.0.149[D... 172.16.0.52 [sunn... Kerberos SUNNYSTATION COMhostdesktop-3... Skrb5asrep$18$SUNNYSTATION. COMhostdesktop-3gfsy...  Unknown 2022-02-23 18:2¢
172.16.0.145[D... 172.16.052 [sunn... Kerberos SUNNYSTATION COMhostdesktop-3... Skrb5asrep$188SUNNYSTATION COMhostdesktop-3gfsy...  Unknown  2022-02-23 18:2:
172160148 [D... 17216052 [sunn... Kerberos SUNNYSTATION COMhostdesktop-3... SkrbSasrep$185SUNNYSTATION COMhostdeskiop-3gfsy...  Unknown  2022-02-23 18:2°
17216.0170[D... 17216.052 [sunn... Kerberos SUNNYSTATION COMhostdesktop-...  Skrb5asrep$18$SUNNYSTATION COMhostdesktop-mcbm... Unknown 2022-02-23 18:2z
172.16.0170[D... 172.16.052 [sunn... Kerberos SUNNYSTATION COMhostdesktop-...  Skrb5asrep$188SUNNYSTATION COMhostdesktop-mcbm... Unknown 2022-02-23 18:22
172.16.0170[D... 172.16.052 [sunn... Kerberos SUNNYSTATION COMhostdesktop-...  Skrb5asrep8188SUNNYSTATION COMhostdesktop-mebm...  Unknown 2022-02-23 18:22
17216.0131[D.. 172.16.0.52 [sunn... Kerberos SUNNYSTATION COMhostdeskiopv... SkrbSasrep$18SSUNNYSTATION COMhostdesktop-vd15...  Unknown 2022-02-23 18:2:
172.16.0.131 [D... 172.16.052 [sunn... Kerberos SUNNYSTATION COMhostdesktop-v... Skrb5asrep$18$SUNNYSTATION COMhostdesktop-vd15...  Unknown 2022-02-23 18:2:
172.16.0131[D... 172.16.0.52 [sunn...  Kerberos SUNNYSTATION.COMhostdesktop-v... Skrb5asrep$18SSUNNYSTATION . COMhostdesktop-vd15...  Unknown 2022-02-23 18:2:
172.16.0.149[D... 172.16.052 [sunn... Kerberos nick montgomery Skrb5asrep$188SUNNYSTATION COMnick montgomery$S...  Unknown 2022-02-23 18:2:
172.16.0149[D... 172.16.052 [sunn... Kerberos nick montgomery Skrb5asrep$188SUNNYSTATION COMnick montgomery$... Unknown 2022-02-23 18:2¢
172.16.0.131 [D... 17216052 [sunn... Kerberos tricia becker Skrb5asrep$183SUNNYSTATION COMtricia becker$21ba... Unknown 2022-02-23 18:2:
172.16.0.149[D... 172.16.0.52 [sunn... Kerberos SUNNYSTATION COMhostdesktop-3... Skrb5pa$18$SSUNNYSTATION.COMSSUNNYSTATION....  Unknown 2022-02-23 18:2%



https://www.netresec.com/?page=NetworkMiner

Network Analysis

Tool: WireShark
Built-in tool on Kali Linux

® Menu -> 09 Sniffing & Spoofing -> wireshark

*ethQ
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmeomERE Qe

~—=aQqafE

[MTkeply 2 filter ... <Ctr
No. Time Source Destination Protocol Lengtt info

212 1.948797412  54.39.143.83 192.168.74.128 OpenVPN 107 MessageType: P_DATA_V2
(*¥) Recently Used 213 1.958509867  192.168.74.128 54.39.143.83 OpenVPN 111 MessageType: P_DATA_ V2
~— L : 214 1.970086922  54.39.143.83 192.168.74.128 OpenVPN 107 MessageType: P_DATA_V2
215 1.978617293 192.168.74.128 54.30.143.83 OpenVPN 111 MessageType: P_DATA V2
I All Applic: 216 1.990360812  54,39.143.83 192.168.74.128 OpenvPN 107 MessageType: P_DATA V2
- i 217 1.999755927 192.168.74.128 54.30.143.83 OpenVPN 111 MessageType: P_DATA V2
218 2.908131301  54.39.143.83 192.168.74.128 OpenVPH 389 MessageType: P_DATA V2
219 2.008131832 54.39.143.83 192.168.74.128 OpenVPN 119 MessageType: P_DATA_V2
er 220 2.009060658 192.168.74.128 54.30.143.83 OpenVPN 119 MessageType: P_DATA V2
- 221 2.911082557  54.39.143.83 192.168.74.128 OpenvPN 107 MessageType: P_DATA_V2
222 2.811229685 192.168.74.128 54.30.143.83 OpenVPN 119 MessageType: P_DATA V2
Dnﬂnugrﬂ 223 2.911617325  192.168.74.128 54.39.143.83 OpenVPN 127 MessageType: P_DATA_V2
224 2.820751685 192.168.74.128 54.30.143.83 OpenVPN 111 MessageType: P_DATA V2
) 225 2.931033026  54.39.143.83 192.168.74.128 OpenVPN 107 MessageType: P_DATA_V2
mitmpr 226 2.941685161 192.168.74.128 54.39.143.83 OpenvPN 111 MessageType: P_DATA V2
227 2.953157618  54.39.143.83 192.168.74.128 OpenvPH 107 MessageType: P_DATA V2
228 2.962636752 192.168.74.128 54.30.143.83 OpenVPN 111 MessageType: P_DATA_V2
w' netsniff-ng 229 2.973862269  54.39.143.83 192.168.74.128 OpenVPH 107 MessageType: P_DATA V2
' 230 2.983526466  192.168.74.128 54.39.143.83 OpenvPN 111 MessageType: P_DATA_V2
231 2.996288338 54.30.143.83 192.168.74.128 OpenVPN 107 MessageType: P_DATA V2
232 2.104416206  192.168.74.128 54.39.143.83 OpenVPN 111 MessageType: P_DATA_V2
233 2.116948592 54.30.143.83 192.168.74.128 OpenVPN 187 MessageType: P_DATA V2
234 2.125410343  192.168.74.128 54.39.143.83 OpenVPN 111 MessageType: P_DATA_V2
235 2.138462221 54.30.143.83 192.168.74.128 OpenVPN 187 MessageType: P_DATA V2
236 2.146482166  192.168.74.128 54.39.143.83 OpenVPH 111 MessageType: P_DATA V2
237 2.159829054 54.30.143.83 192.168.74.128 OpenVPN 187 MessageType: P_DATA V2
238 2.166773116  192.168.74.128 54.39.143.83 OpenVPH 111 MessageType: P_DATA V2
. . 239 2.180730898 54.39.143.83 192.168.74.128 OpenVPN 187 MessageType: P_DATA_V2
3 Erlqlrl'?ifl'lrlq 240 2.187757657 192.168.74.128 54.30.143.83 OpenVPN 111 MessageType: P_DATA V2
- : 241 2.202774806  54.39.143.83 192.168.74.128 OpenvPN 107 MessageType: P_DATA_V2
itation Tor 242 2.208195158  192.168.74.128 54.39.143.83 OpenVPN 111 MessageType: P_DATA V2
aton o 243 2.222821225  54.39.143.83 192.168.74.128 OpenVPN 107 MessageType: P_DATA_V2
_ . 244 2.,2287083525 192.168.74.128 54.30.143.83 OpenVPN 111 MessageType: P_DATA V2
e 09 - Sniffir 245 2.244873095  54.39.143.83 192.168.74.128 OpenVPN 107 MessageType: P_DATA V2
. : 246 2.249235844 192.168.74.128 54.30.143.83 OpenVPN 111 MessageType: P_DATA V2
A 10 247 2.264570638  54.39.143.83 192.168.74.128 OpenVPH 107 MessageType: P_DATA V2
rh oo L 248 2.269783597 192.168.74.128 54.39.143.83 OpenVPN 111 MessageType: P_DATA_V2

@ n ) Frame 1: 111 bytes on wire (888 bits), 111 bytes captured (888 bits) on interface ethd, id

00 50 56 ec cf 43 00 6c 20 ic 6a bd 08 00 45 00
00 61 ee bf 40 08 40 11 7h 29 cO a8 4a 80 36 27
Bf 53 B4 aa @4 aa 06 4d d1 01 4c @0 00 B5 BO B2
~ . 1 0b b7 d3 60 62 3a 5b 45 ed 21 0d b cb fe bc
@“j C ca 38 d2 68 b3 3d b5 f1 2a 90 87 7e 93 2a 88 5a
fe 3 a8 24 00 3c b6 a7 36 40 09 68 e2 03 bb 3e

42 -Kali fSec Links 8f c4 d6 fb 52 3a 0B 39 10 T9 69 el 4b 69 6a

8 kali




Network Analysis

Tool: WireShark
Built-in tool on Kali Linux

Useful filters

Filter syntax
ip.addr == 10.10.50.1
ip.dest == 10.10.50.1
ip.src == 10.10.50.1

Usage
Wireshark Filter by IP
Filter by Destination IP

Filter by Source IP
ip.addr >= 10.10.50.1 and ip.addr <= 10.10.50.100

Filter by IP range
Filter by Multiple Ips ip.addr == 10.10.50.1 and ip.addr == 10.10.50.100
l(ip.addr == 10.10.50.1)

Filter out IP address
Filter subnet ip.addr == 10.10.50.1/24
tcp.port == 25

Filter by port
tcp.dstport == 23

Filter by destination port
Filter by ip address and port ip.addr == 10.10.50.1 and Tcp.port == 25




Network Analysis

Tool: WireShark
Built-in tool on Kali Linux

Useful filters

Usage Filter syntax
Filter by URL http.host == “host name”
Filter by time stamp frame.time »>= “June 02, 2019 18:04:00"

e a

Wireshark Beacon Filter wlan.fc.type_subtype = 0x08
Wireshark broadcast filter eth.dst == fF:ffiff:FF:ff:Ff
Wireshark multicast filter (eth.dst[@] & 1)

Host name filter ip.host = hostname
MAC address filter eth.addr == 00:70:f4:23:18:c4

RST flag filter tcp.flags.reset ==




Network Analysis

Tool: WireShark
Built-in tool on Kali Linux

Useful functions

Protocol Hierarchy (Statistics-> Protocol Hierarchy )

XRC QuebsEZEFges T =EqqalE
ip

M Wireshark - Protocol Hierarchy Statistics - Wi-Fi 2
- | Protocol ” Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s PDUs
-t |v Frame 100.0 114 100.0 76554 6256 O 0 0 114
( v Ethernet 100.0 114 2.1 1586 130 O 0 0 114
! v Internet Protocol Version & 386 44 2.3 1760 143 0 0 0 44
'j v Transmission Control Protocol 386 44 36.8 28195 2304 0O 0 0 44
- v Hypertext Transfer Protocol 386 44 375 28675 2343 0 0 0 44
4 Online Certificate Status Protocol 386 44 17.5 13411 1096 44 13411 1096 44
-t v Internet Protocol Version 4 614 70 18 1400 114 0 0 0 70
-t v Transmission Control Protocol 614 70 570 43603 3563 O 0 0 70
-t v~ Hypertext Transfer Protacol 614 70 579 44347 3624 0 0 0 70
: Online Certificate Status Protocol 61.4 70 27.1 20708 1692 7O 20708 1692 70
4




Network Analysis

Tool: WireShark
Built-in tool on Kali Linux

Useful functions

Conversations (Statistics-> Conversations)

Conversations Fi 2
Conversation Settings Ethernet - 5 IPv4 - 25 IPvG - 28 TCP - 40 UDP - 117
(50D T AddFE/;SA Address B Packets Bytes Packets A —+B BytesA —+B PacketsB - A BytesB — A RelStart Duration Bits/sA =B Bits/sB = A
[ Ea— 34.202.82.108 192.168.1.134 3 193 byn_as. 2 139 bytes 1 54 bytes 45.074316  0.0001 _ _

342377395 192.168.1.134 14 1465 KiB 7 722 bytes 7 778 bytes 3340294 324344 178 bits/s 191 bits/s
(] Limit to displayfilter 35213.180.1 192.168.1.134 355 41375 Kib 313 38217KiB 42 3158KiB 0606466 67.0012  4672bits/s 386 bits/s

54.164.218.60 192.168.1.134 3 193 bytes 2 139 bytes 1 54 bytes 45429560 0.0001
192.168.1.1  239.255.255.250 11 5353 KiB 11 5,353 KiB 0 0 bytes 36.760819  1.0996 39 kbps 0 bits/s
192.168.1.120 192.168.1.134 48 7549 KiB 19 4504 KiB 29 3.045KiB 0257583 68.0313 542 bits/s 366 bits/s

192.168.1.120 224.0.0.250 1 87 bytes 1 87 bytes 0 0 bytes 26.728192  0.0000
Copy . 192.168.1.120 224.0.0.251 4 639 bytes 4 630 bytes 0 0 bytes 19.270173  2.1560 2371 bits/s 0 bits/s

192.168.1.120 239.255.255.251 1 87 bytes 1 87 bytes 0 0 bytes 26726310  0.0000
Follow Stream... 192.168.1.132 239.255.255.250 6 1,002 bytes 6 1,002 bytes 0 0 bytes 7.419197 60.0295 133 bits/s 0 bits/s
T 192.168.1.134 13.107.42.12 123 86618 KiB 60  77.821KiB 63 8797 KiB 64605066 0.8742 729 kbps 82 kbps
192.168.1.134 20.42.73.24 73 24.995KiB 36 9503 KiB 37 15492 KiB 5625070 54.6263 1425 bits/s 2323 bits/s
= 192.168.1.134 20.205.240.45 213 78980 KiB 9 34973 KiB 117 44.008 KiB 10.836944 0.5821 492 khps 619 kbps
Protocol 192.168.1.134 20.210.223.40 6 530 bytes 4 330 bytes 2 200 bytes 16485268 402625 65 bits/s 39 bits/s
[J  Bluetooth 192.168.1.134 49.231.114.225 24 4871KiB 11 3,065 KiB 13 1.806 KiB 6026872 60.5620 414 bits/s 244 bits/s
O pcee 192,168.1.134 52.111.240.2 7 496 bytes 3 210 bytes 4 286 bytes 24.080823 16.5033 101 bits/s 138 bits/s
Ethernet 192.168.1.134 52.114.15.123 6 530 bytes 4 330 bytes 2 200 bytes 25437286 40.1173 65 bits/s 39 bits/s
0O Fc 192.168.1.134 52.226.139.121 6 809 bytes 4 358 bytes 2 451 bytes 39.668911 5.8770 487 bits/s 613 bits/s
O FDDI 102.168.1.134 54.174.209.16 5 2175KiB 3 1476 KiB 2 716 bytes 44518728 0.5623 21 kbps 10 kbps
O IEEE 802.11 192.168.1.134 72.25.64.2 4 218 bytes 2 110 bytes 2 108 bytes 0.000000 45.7347 19 bits/s 18 bits/s
O IEEE 802.15.4 192,168.1.134 108.128.114.160 4 351 bytes 2 176 bytes 2 175 bytes 37495864  0.2471 5697 bits/s 5665 bits/s
1Pv4 192.168.1.134 162.159.130.234 53 14614 KiB 25 1424 KiB 28 13.190KiB 5511702 62.6997 186 bits/s 1723 bits/s
IPv6 192.168.1.134 192.168.1.1 12 5022 KiB 5 460 bytes 7 4573KiB 37518678 04554 8081 bits/s 82 kbps
Q IPX 192.168.1.134 204.79.197.203 25 B8.858KiB 12 1.364 KiB 13 7.494KiB 49681208 0.1114 100 kbps 550 kbps




Network Analysis

Tool: WireShark
Built-in tool on Kali Linux

Useful functions
Follow TCP and HTTP Steam (Right-Click)

JJJJJJJJJJJ LT wein] T eI R A roar R

929 AET Jeatadace wwl UTTDAT 1 - ‘ Wireshark - Follow HTTP Stream (tcp.stream eq 25) - Wi-Fi 2
Mark/Unmark Packet Ctrl+M _ s _ 2
) £k=179 TS AL L= i GET /gatedesc.xml HTTP/1.1
lgnore/Unignore Packet Ctrl+D g=1 Ack=179 Win=2920 Len=254 [TCl 2 Cache-Control: no-cache

Set/Unset Time Reference  Ctrl+T Ack=179 Win=2920 Len=1460 [TCP : = Connection: Keep-Alive

i i f _ o _ Pragma: no-cache

Time Shift... Ctrl+Shift+T B Ack=179 Win=2920 Len=1460 [TCP Accept: text/xml, application/xml
Packet Comments L4 User-Agent: DAFUPnP

3
| |

Ack=4295 Win=131328 Len=0 Host: 192.168.1.1:52869

l]:l?9 A.Ck:d?95 Win=131328 Len=0 HTTP/1.1 200 OK
Apply as Filter » b Ack=180 Win=2920 Len=0 CONTENT-LENGTH: 4039
CONTENT-TYPE: text/xml

DATE: Mon, 14 Aug 2023 18:13:1@ GMT
Conversation Filter L LAST-MODIFIED: Sun, 13 Aug 2023 20:14:01 GMT

Edit Resolved Name

Prepare as Filter L4

Tl TaraEaiET N SERVER: Linux, UPnP/1.8, Portable SDK for UPnP devices/1.6.18
3 X-User-Agent: redsonic
scTpP D B CONNECTION: close
Follow 4 TCP Stream Ctrl+Alt+Shift+T o w
) <?xml version="1.0"?>
Copy N UDP Stream Ctrl+Alt+Shift+U | <root xmlns="urn:schemas-upnp-org:device-1-8">
1 (185¢ DCCP Stream Ctrl+Alt+Shift+E | <5F’ECVE“5;O’/‘> .
Protocol Preferences v ; - CERUFALS RN
> 98:cf TLS Stream Ctrl+Alt+5Shift+5 <minor>@</minors
3.1.1 Decode As... HTTP Stream  Ctrl+Alt+Shift+H </specVersion>
T Bades in Ma MTrelem <URLBase>http://192.168.1.1:52869</URLBase>
369, S¢ . HTTP/2 Stream 1 <device>
QUIC Stream L{ <deviceType>urn:schemas-upnp-org:device:InternetGatewayDevice:1</deviceType>
SIPC | <friendlyName>UPNP IGD</friendlyName>
d - <manufacturer>ZTE</manufacturer:>




Key Takeaway

o g0y Foulll

(Practice makes perfect)
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