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ผู้บรรยาย
นาย ปรมนิทร ์ชว่งมณี (พีม่นิทร)์
การศึกษา
• Master's Degree : Management & Strategy
• Bachelor's degree: Computer Science
ต าแหน่ง
• ผูจ้ดัการ (CERT Manger) ศูนยป์ระสานงานดา้นความมัน่คงปลอดภยัเทคโนโลยี

สารสนเทศภาคการธนาคาร (TB-CERT)
• พนกังานเจา้หนา้ท่ี ตามพระราชบญัญติัการรักษาความมัน่คงปลอดภยัไซเบอร์ 

พ.ศ. 2562
• Hack The Box (HTB) Ambassador

www.youtube.com/@hackatmin

www.meetup.com/hack-the-box-meetup-thailand/

http://www.youtube.com/@hackatmin
https://www.meetup.com/th-TH/hack-the-box-meetup-thailand/
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หัวข้อบรรยาย

1. ทกัษะและยทุธวิธี
2. เตรียมความพร้อมทกัษะดา้นต่างๆ
• Web Application
• Cryptography
• Reverse engineering
• Digital Forensics
• Network Analysis



ภาพรวมบรรยาย



ทกัษะและยุทธวธีิ

David Beckham

ต ำแหน่ง: ปีกขวำ 
ทกัษะ: Free Kick, Corner, Crossing

Steven Gerrard

ต ำแหน่ง: “เดอะแบก” เป็นกปัตนั มิดฟิลดต์วัรับ, มิดฟิลดต์วัรุก, ปีกขวำ, แบก็ขวำ
ทกัษะ: Leadership, Tanker, Free Kick, Crossing



ทกัษะและยุทธวธีิ

ค าถาม 
1. นอ้งๆ คิดวำ่ทกัษะคืออะไร 
2. นอ้งๆ จะสร้ำงทกัษะข้ึนไดอ้ยำ่งไร



ทกัษะและยุทธวธีิ

ช่องทำงกำรฝึกทกัษะเพิ่มเติม

https://tryhackme.com/https://app.hackthebox.com/

https://tryhackme.com/
https://app.hackthebox.com/


ทกัษะและยุทธวธีิ

ก ำหนดยทุธวิธี กำรแข่ง
1. เขำ้ใจกฎกติกำ ขอ้หำ้ม
2. เขำ้ใจเกณฑก์ำรตดัสิน และกำร

ใหค้ะแนน (Fixed & Dynamic)
3. จดัแบ่งตำมควำมถนดั
4. ทกัษะท่ีตอ้งฝึกเพ่ิม
5. ทดแทนต ำแหน่งกำรเล่น
6. เปิดเกมเร็ว ดึงเกมชำ้ หลอกล่อ



ทกัษะและยุทธวธีิ

1. จ ำนวนคะแนนจะสะทอ้นควำมยำก (ใน
กรณี Fixed score)
2. หมัน่สงัเกตุจ ำนวนทีมท่ี Solves 
3. พิจำรณำตดัสินในใช ้Hint (ถำ้จ  ำเป็น) แต่
คะแนนจะถูกลบ

จุดสังเกตุบนระบบแข่ง

หมำยเหตุ จ  ำลองหนำ้จอ ระบบจริงจะมีหนำ้จอท่ีแตกต่ำง



ทกัษะและยุทธวธีิ

4. สงัเกตุทีมกลุ่มคะแนนใกลเ้คียงกบัทีมเรำ 
แกไ้ขโจทยป์ระเภทอะไร ช่ือโจทยอ์ะไร
5. สงัเกตุกลุ่ม Top5 

จุดสังเกตุบนระบบแข่ง

หมำยเหตุ จ  ำลองหนำ้จอ ระบบจริงจะมีหนำ้จอท่ีแตกต่ำง



ทกัษะและยุทธวธีิ

ค ำถำม (คุยกนัในทีม)
1. มียทุธวธีิในกำรแข่งไวแ้ลว้หรือยงั 
2. วำงยทุธวธีิในกำรแข่งอยำ่งไร
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Web Application

Web Application is application software that is accessed 
using a web browser. Web applications are delivered on 
the World Wide Web to users with an active network 
connection.[Wikipedia]



Web Application

Web application ?



Web Application



Web Application



Web Application

HTTP Request



Web Application

HTTP Response



Web Application



Web Application

• Menu → 03 Web Application Analysis → burpsuit



Web Application

• Menu → 03 Web Application Analysis → OWASP-Zap



Web Application

127.0.0.1:8080

Client

Tip: ให้ระวงัเร่ือง Port ท่ีใชง้านอยู่



Web Application
ตรวจสอบกำรเขำ้ใชง้ำน ดูค่ำ HTTP request/response ผำ่นเมนู HTTP history



Web Application

Useful extensions : FoxyProxy



Web Application

Useful extensions : Wappanlyzer

Tip: บางคร้ังต่าง Web browser (Chrome, Firefox) อาจจะ
แสดงค่าต่างกนัเล็กนอ้ย ดงันั้นควร Cross-check เสมอ



Web Application

Useful extensions : whatruns

Tip: บางคร้ังต่าง Web browser (Chrome, Firefox) อาจจะ
แสดงค่าต่างกนัเล็กนอ้ย ดงันั้นควร Cross-check เสมอ



Web Application

• https://www.exploit-db.com/

Search public exploit code 

https://www.exploit-db.com/


Web Application

• Gobuster quick directory busting 
#gobuster dir -u target -w /usr/share/seclists/Discovery/Web_Content/common.txt -t 80 -a Linux 

• Gobuster search with file extension 
#gobuster dir -u target -w /usr/share/seclists/Discovery/Web_Content/common.txt -t 80 -x .txt,.php
#gobuster dir -u target -w /usr/share/seclists/Discovery/Web_Content/common.txt -t 80 -x .asp,aspx

Search web directory and file extension



Web Application

• www.yourwebsite.com/robots.txt



Web Application
Useful wordlist : /usr/share/wordlists/



Web Application
Powerful wordlist : seclists



Cryptography

Cryptography is the process of encryption or decryption 
of messages and data.



Cryptography



Cryptography

Tool: CyberChef

https://gchq.github.io

 

1. จุดกรอกขอ้มูล Input

3. จุดแสดงขอ้มูล Output

2. Operation ท่ีตอ้งกำร
เขำ้รหสั หรือ ถอดรหสั

https://gchq.github.io/


Cryptography

• ROT13 ("rotate by 13 places", sometimes hyphenated ROT-13) is a simple 
letter substitution cipher that replaces a letter with the 13th letter after it, in the alphabet. 
ROT13 is a special case of the Caesar cipher which was developed in ancient Rome.

Cryptography

https://en.wikipedia.org/wiki/Substitution_cipher
https://en.wikipedia.org/wiki/Caesar_cipher


Cryptography

• Binary is a number expressed in the base-2 numeral system or binary numeral system, a 
method of mathematical expression which uses only two symbols: typically "0" and "1"

Cryptography



Cryptography

• Hex is a numeral system made up of 16 symbols (base 16). Hexadecimal uses the 
decimal numbers and six extra symbols. 0,1,2,3,4,5,6,7,8,9, A, B, C, D, E and F.



Cryptography

• Base64 is designed to carry data stored in binary formats across channels that only 
reliably support text content. Base64 is particularly prevalent on the World Wide Web 
where one of its uses is the ability to embed image files or sending e-mail attachments.

Cryptography



Cryptography

• HASH is any function that can be used to map data of arbitrary size to fixed-size values, 
though there are some hash functions that support variable length output.



Cryptography

• HASH sha1 is a hash function which takes an input and produces a 160-bit hash value 
known as a message digest 

Tool: Crack Station

https://crackstation.net



Cryptography

CodExt is a (Python2-3 compatible) library that extends the 

native codecs library (namely for adding new custom encodings 

and character mappings) and provides 120+ new codecs, 

hence its name combining CODecs EXTension. It also features a 

guess mode for decoding multiple layers of encoding and CLI 

tools for convenience.

Tool: Crack Station

Install: sudo pip install codext

Example:



Cryptography

Morse code is a method used in telecommunication to encode text characters as 

standardized sequences of two different signal durations, called dots and dashes, or 

dits and dahs.

Morse Translator and Decoder Online Tools

https://morsedecoder.com/

https://www.morsecode-translator.com

https://morsecode.world/international/decoder/audi

o-decoder-adaptive.html

https://morsedecoder.com/
https://www.morsecode-translator.com/
https://morsecode.world/international/decoder/audio-decoder-adaptive.html
https://morsecode.world/international/decoder/audio-decoder-adaptive.html


Reverse engineering

Reverse Engineering is typically the process of taking a 
compiled (machine code, bytecode) program and converting it 
back into a more human readable format.

Executable or binary file

• PE File (.exe or .dll)

• ELF File (elf)

• APK File (apk)

• .NET File (exe)

• Assembly / Machine Code

• The High-level Programming 

Language (C, Java)

Human readable



Reverse engineering

Programming cycle 



Reverse engineering

Reverse engineering cycle 



Reverse engineering

Tool: file

Built-in tool on Kali Linux

file - determine file type



Reverse engineering

Tool: TrIDNet is an utility designed to identify file types from their binary signatures. 

Install: https://mark0.net/soft-tridnet-e.html

TrIDNet - determine file type

https://mark0.net/soft-tridnet-e.html


Reverse engineering

Tool: String

Built-in tool on Kali Linux

strings - print the sequences of printable characters in files

Open with strings Open with cat



Reverse engineering

Portable Executable (PE)
• The Portable Executable (PE) format is a file format for executables, object code, DLLs and 

others used in 32-bit and 64-bit versions of Windows operating systems. The PE format is a 
data structure that encapsulates the information necessary for the Windows OS loader to 
manage the wrapped executable code. 

Refer: https://en.wikipedia.org/wiki/Portable_Executable

https://en.wikipedia.org/wiki/Portable_Executable


Reverse engineering

Portable Executable (PE)

Refer: https://0xrick.github.io/win-internals/pe2/

PE Structure

https://0xrick.github.io/win-internals/pe2/


Reverse engineering

Portable Executable (PE)

Refer: https://0xrick.github.io/win-internals/pe2/

DOS Header

• Every PE file starts with a 64-bytes-long structure called the DOS header, it’s what makes the PE file an MS-DOS 
executable.

DOS Stub

• After the DOS header comes the DOS stub which is a small MS-DOS 2.0 compatible executable that just prints an 
error message saying “This program cannot be run in DOS mode” when the program is run in DOS mode.

NT Headers

• The NT Headers part contains three main parts:
• PE signature: A 4-byte signature that identifies the file as a PE file.
• File Header: A standard COFF File Header. It holds some information about the PE file.
• Optional Header: The most important header of the NT Headers, its name is the Optional Header because 

some files like object files don’t have it, however it’s required for image files (files like .exe files). This header 
provides important information to the OS loader.

Magic number: 4D 5A

https://0xrick.github.io/win-internals/pe2/


Reverse engineering

Portable Executable (PE)

Refer: https://0xrick.github.io/win-internals/pe2/

Section Table

• The section table follows the Optional Header immediately, it is an array of Image Section 
Headers, there’s a section header for every section in the PE file.

• Each header contains information about the section it refers to.

Sections

• Sections are where the actual contents of the file are stored, these include things like data and 
resources that the program uses, and also the actual code of the program, there are several 
sections each one with its own purpose.

https://0xrick.github.io/win-internals/pe2/


Reverse engineering

Portable Executable (PE)

Refer: http://4d5asecurity.com/why-4d5a

History 101

 While at Microsoft, Mark Zbikowski developed the MS-DOS executable file format to start 
with his initials, MZ.  These letters translate in hexadecimal to 4D5A.  When header inspection of a 
file a malware analyst commonly checks the first two bytes for this value to qualify that the file is an 
executable.

http://4d5asecurity.com/why-4d5a


Reverse engineering

Tool: CFF Explorer

Install: https://ntcore.com/?page_id=388

CFF Explorer - was designed to make PE editing as easy as possible, 

This application includes a series of tools which might help not only 

reverse engineers but also programmers. 

https://ntcore.com/?page_id=388


Reverse engineering

Tool: PE-bear

Install: https://github.com/hasherezade/pe-bear/releases

PE-bear is a multiplatform reversing tool for PE files. Its objective is to 

deliver fast and flexible “first view” for malware analyst

https://github.com/hasherezade/pe-bear/releases


Reverse engineering

Tool: Ghidra 

Install: sudo apt install ghidra

This package contains a software reverse engineering (SRE) framework created and 

maintained by the National Security Agency Research Directorate.



Digital Forensics

Digital forensics is the analysis and investigation of digital data, 
and digital forensics can take many forms, from analyzing an 
entire hard drive or individual files to investigating computer 
network traffic

**Focus**



Digital Forensics

Tool: file

Built-in tool on Kali Linux

file - determine file type



Digital Forensics

Tool: String

Built-in tool on Kali Linux

strings - print the sequences of printable characters in files

Open with strings Open with cat



Digital Forensics

Tool: ExifTool

Install: sudo apt-get install libimage-exiftool-perl

exiftool for reading and writing meta information in a wide variety of files, 
including the maker note information of many digital cameras



Digital Forensics

Tool: Foremost

Install: sudo apt install foremost

Foremost is a forensic program to recover lost files based on their headers, 

footers, and internal data structures.

Foremost can work on image files, such as those generated by dd, 

Safeback, Encase, etc, or directly on a drive.



Digital Forensics

Tool: Process Monitor

Install: https://download.sysinternals.com/files/ProcessMonitor.zip

Process Monitor is an advanced monitoring tool for Windows that shows 

real-time file system, Registry and process/thread activity.

https://download.sysinternals.com/files/ProcessMonitor.zip


Digital Forensics

Tool: Process Hacker

Install: https://processhacker.sourceforge.io/downloads.php

Process Hacker is a free, powerful, multi-purpose tool that helps you 

monitor system resources, debug software and detect malware.

https://processhacker.sourceforge.io/downloads.php


Digital Forensics
Registry Viewers
•RegistryViewer – Used to view windows registries
•https://www.exterro.com/ftk-product-downloads/registry-viewer-2-0-0

http://www.gaijin.at/en/getitpage.php?id=regview
https://www.exterro.com/ftk-product-downloads/registry-viewer-2-0-0


Network Analysis

Network analysis is a method of monitoring network availability and activity to 

identify anomalies, including security and operational issues.



Network Analysis

Tool: NetworkMinner

Install: https://www.netresec.com/?page=NetworkMiner

https://www.netresec.com/?page=NetworkMiner


Network Analysis

Tool: NetworkMinner

Install: https://www.netresec.com/?page=NetworkMiner

https://www.netresec.com/?page=NetworkMiner


Network Analysis

Tool: NetworkMinner

Install: https://www.netresec.com/?page=NetworkMiner

https://www.netresec.com/?page=NetworkMiner


Network Analysis

Tool: WireShark

Built-in tool on Kali Linux

• Menu -> 09 Sniffing & Spoofing -> wireshark



Network Analysis

Tool: WireShark

Built-in tool on Kali Linux

Useful filters



Network Analysis

Tool: WireShark

Built-in tool on Kali Linux

Useful filters



Network Analysis

Tool: WireShark

Built-in tool on Kali Linux

Useful functions

Protocol Hierarchy (Statistics-> Protocol Hierarchy )



Network Analysis

Tool: WireShark

Built-in tool on Kali Linux

Useful functions

Conversations (Statistics-> Conversations)



Network Analysis

Tool: WireShark

Built-in tool on Kali Linux

Useful functions

Follow TCP and HTTP Steam (Right-Click)



Key Takeaway

ซอ้ม ซอ้ม ซอ้ม!!!
(Practice makes perfect)
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